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Important Notices

The following important notices are presented in English, French, and German.

Important Notices
This guide is delivered subject to the following conditions and restrictions:

The AppShape++ Script Files provided by Radware Ltd. are subject to the Special License Terms
included in each of the electronic AppShape++ Script Files and are also subject to Radware’s End
User License Agreement, a copy of which (as may be amended from time to time) can be found at
the end of this document or at http://www.radware.com/Resources/eula.html.

Please note that if you create your own scripts using any AppShape++ Scripts provided by Radware,
such self-created scripts are not controlled by Radware and therefore Radware will not be liable for
any malfunctions resulting from such self-created scripts.

Copyright Radware Ltd. 2015. All rights reserved.

The copyright and all other intellectual property rights and trade secrets included in this guide are
owned by Radware Ltd.

The guide is provided to Radware customers for the sole purpose of obtaining information with
respect to the installation and use of the Radware products described in this document, and may not
be used for any other purpose.

The information contained in this guide is proprietary to Radware and must be kept in strict
confidence.

It is strictly forbidden to copy, duplicate, reproduce or disclose this guide or any part thereof without
the prior written consent of Radware.

Notice importante
Ce guide est sujet aux conditions et restrictions suivantes:

Les applications AppShape++ Script Files fournies par Radware Ltd. sont soumises aux termes de la
Licence Spéciale (“Special License Terms”) incluse dans chaque fichier électronique “AppShape++
Script Files” mais aussi au Contrat de Licence d'Utilisateur Final de Radware qui peut étre modifié de
temps en temps et dont une copie est disponible a la fin du présent document ou a I'adresse
suivante: http://www.radware.com/Resources/eula.html.

Nous attirons votre attention sur le fait que si vous créez vos propres fichiers de commande (fichiers
“script™) en utilisant I'application “AppShape++ Script Files” fournie par Radware, ces fichiers
“script” ne sont pas contrdlés par Radware et Radware ne pourra en aucun cas étre tenue
responsable des dysfonctionnements résultant des fichiers “script” ainsi créés.

Copyright Radware Ltd. 2015. Tous droits réservés.

Le copyright ainsi que tout autre droit lié & la propriété intellectuelle et aux secrets industriels
contenus dans ce guide sont la propriété de Radware Ltd.

Ce guide d’informations est fourni a nos clients dans le cadre de l'installation et de 'usage des
produits de Radware décrits dans ce document et ne pourra étre utilisé dans un but autre que celui
pour lequel il a été congu.

Les informations répertoriées dans ce document restent la propriété de Radware et doivent étre
conservées de maniére confidentielle.

Il est strictement interdit de copier, reproduire ou divulguer des informations contenues dans ce
manuel sans avoir obtenu le consentement préalable écrit de Radware.
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Wichtige Anmerkung
Dieses Handbuch wird vorbehaltlich folgender Bedingungen und Einschrankungen ausgeliefert:

Die von Radware Ltd bereitgestellten AppShape++ Scriptdateien unterliegen den in jeder
elektronischen AppShape++ Scriptdatei enthalten besonderen Lizenzbedingungen sowie Radware's
Endbenutzer-Lizenzvertrag (von welchem eine Kopie in der jeweils geltenden Fassung am Ende
dieses Dokuments oder unter http://www.radware.com/Resources/eula.html erhéltlich ist).

Bitte beachten Sie, dass wenn Sie lhre eigenen Skripte mit Hilfe eines von Radware bereitgestellten
AppShape++ Skripts erstellen, diese selbsterstellten Skripte nicht von Radware kontrolliert werden
und Radware daher keine Haftung fur Funktionsfehler Gbernimmt, welche von diesen selbsterstellten
Skripten verursacht werden.

Copyright Radware Ltd. 2015. Alle Rechte vorbehalten.

Das Urheberrecht und alle anderen in diesem Handbuch enthaltenen Eigentumsrechte und
Geschéaftsgeheimnisse sind Eigentum von Radware Ltd.

Dieses Handbuch wird Kunden von Radware mit dem ausschlie3lichen Zweck ausgehéandigt,
Informationen zu Montage und Benutzung der in diesem Dokument beschriebene Produkte von
Radware bereitzustellen. Es darf fur keinen anderen Zweck verwendet werden.

Die in diesem Handbuch enthaltenen Informationen sind Eigentum von Radware und muissen streng
vertraulich behandelt werden.

Es ist streng verboten, dieses Handbuch oder Teile daraus ohne vorherige schriftliche Zustimmung
von Radware zu kopieren, vervielfaltigen, reproduzieren oder offen zu legen.

Copyright Notices

The following copyright notices are presented in English, French, and German.

Copyright Notices

The programs included in this product are subject to a restricted use license and can only be used in
conjunction with this application.

This product contains the Rijndael cipher

The Rijndael implementation by Vincent Rijmen, Antoon Bosselaers and Paulo Barreto is in the public
domain and distributed with the following license:

@version 3.0 (December 2000)

Optimized ANSI C code for the Rijndael cipher (now AES)

@author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>
@author Antoon Bosselaers <antoon.bosselaers@esat.kuleuven.ac.be>
@author Paulo Barreto <paulo.barreto@terra.com.br>

The OnDemand Switch may use software components licensed under the GNU General Public
License Agreement Version 2 (GPL v.2) including LinuxBios and Filo open source projects. The
source code of the LinuxBios and Filo is available from Radware upon request. A copy of the license
can be viewed at: http://www.gnu.org/licenses/old-licenses/gpl-2.0.html.

This code is hereby placed in the public domain.

This product contains code developed by the OpenBSD Project
Copyright 1983, 1990, 1992, 1993, 1995

The Regents of the University of California. All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

This product includes software developed by Markus Friedl
This product includes software developed by Theo de Raadt
This product includes software developed by Niels Provos
This product includes software developed by Dug Song

This product includes software developed by Aaron Campbell
This product includes software developed by Damien Miller
This product includes software developed by Kevin Steves
This product includes software developed by Daniel Kouril
This product includes software developed by Wesley Griffin
This product includes software developed by Per Allansson
This product includes software developed by Nils Nordman
This product includes software developed by Simon Wilkinson

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

This product contains work derived from the RSA Data Security, Inc. MD5 Message-Digest
Algorithm. RSA Data Security, Inc. makes no representations concerning either the merchantability
of the MD5 Message - Digest Algorithm or the suitability of the MD5 Message - Digest Algorithm for
any particular purpose. It is provided “as is” without express or implied warranty of any kind.

Notice traitant du copyright

Les programmes intégrés dans ce produit sont soumis a une licence d'utilisation limitée et ne
peuvent étre utilisés qu'en lien avec cette application.

Ce produit renferme des codes développés dans le cadre du projet OpenSSL.

Ce produit inclut un logiciel développé dans le cadre du projet OpenSSL. Pour un usage dans la boite
a outils OpenSSL (http://www.openssl.org/).

Copyright ©1998-2005 Le projet OpenSSL. Tous droits réservés. Ce produit inclut la catégorie de
chiffre Rijndael.

L'implémentation de Rijindael par Vincent Rijmen, Antoon Bosselaers et Paulo Barreto est du
domaine public et distribuée sous les termes de la licence suivante:

@version 3.0 (Décembre 2000)

Code ANSI C code pour Rijndael (actuellement AES)

@author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>
@author Antoon Bosselaers <antoon.bosselaers@esat.kuleuven.ac.be>
@author Paulo Barreto <paulo.barreto@terra.com.br>.
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Le commutateur OnDemand peut utiliser les composants logiciels sous licence, en vertu des termes
de la licence GNU General Public License Agreement Version 2 (GPL v.2), y compris les projets a
source ouverte LinuxBios et Filo. Le code source de LinuxBios et Filo est disponible sur demande
aupres de Radware. Une copie de la licence est répertoriée sur: http://www.gnu.org/licenses/old-
licenses/gpl-2.0.html.

Ce code est également placé dans le domaine public.

Ce produit renferme des codes développés dans le cadre du projet OpenSSL.
Copyright 1983, 1990, 1992, 1993, 1995

Les membres du conseil de I'Université de Californie. Tous droits réservés.

La distribution et I'usage sous une forme source et binaire, avec ou sans modifications, est autorisée
pour autant que les conditions suivantes soient remplies:

1. La distribution d’un code source doit inclure la notice de copyright mentionnée ci-dessus, cette
liste de conditions et I'avis de non-responsabilité suivant.

2. La distribution, sous une forme binaire, doit reproduire dans la documentation et/ou dans tout
autre matériel fourni la notice de copyright mentionnée ci-dessus, cette liste de conditions et
I'avis de non-responsabilité suivant.

3. Le nom de l'université, ainsi que le nom des contributeurs ne seront en aucun cas utilisés pour
approuver ou promouvoir un produit dérivé de ce programme sans I'obtention préalable d’'une
autorisation écrite.

Ce produit inclut un logiciel développé par Markus Friedl

Ce produit inclut un logiciel développé par Theo de Raadt Ce produit inclut un logiciel développé par
Niels Provos

Ce produit inclut un logiciel développé par Dug Song

Ce produit inclut un logiciel développé par Aaron Campbell Ce produit inclut un logiciel développé
par Damien Miller

Ce produit inclut un logiciel développé par Kevin Steves

Ce produit inclut un logiciel développé par Daniel Kouril

Ce produit inclut un logiciel développé par Wesley Griffin
Ce produit inclut un logiciel développé par Per Allansson

Ce produit inclut un logiciel développé par Nils Nordman

Ce produit inclut un logiciel développé par Simon Wilkinson.

La distribution et I'usage sous une forme source et binaire, avec ou sans modifications, est autorisée
pour autant que les conditions suivantes soient remplies:

1. La distribution d’un code source doit inclure la notice de copyright mentionnée ci-dessus, cette
liste de conditions et I'avis de non-responsabilité suivant.

La distribution, sous une forme binaire, doit reproduire dans la documentation et/ou dans tout autre
matériel fourni la notice de copyright mentionnée ci-dessus, cette liste de conditions et I'avis de
non-responsabilité suivant.LE LOGICIEL MENTIONNE CI-DESSUS EST FOURNI TEL QUEL PAR LE
DEVELOPPEUR ET TOUTE GARANTIE, EXPLICITE OU IMPLICITE, Y COMPRIS, MAIS SANS S'Y
LIMITER, TOUTE GARANTIE IMPLICITE DE QUALITE MARCHANDE ET D’ADEQUATION A UN USAGE
PARTICULIER EST EXCLUE.

EN AUCUN CAS LAUTEUR NE POURRA ETRE TENU RESPONSABLE DES DOMMAGES DIRECTS,
INDIRECTS, ACCESSOIRES, SPECIAUX, EXEMPLAIRES OU CONSECUTIFS (Y COMPRIS, MAIS SANS
S’Y LIMITER, UACQUISITION DE BIENS OU DE SERVICES DE REMPLACEMENT, LA PERTE D'USAGE,
DE DONNEES OU DE PROFITS OU L'INTERRUPTION DES AFFAIRES), QUELLE QU’EN SOIT LA CAUSE
ET LA THEORIE DE RESPONSABILITE, QU’IL S’AGISSE D’UN CONTRAT, DE RESPONSABILITE
STRICTE OU D’UN ACTE DOMMAGEABLE (Y COMPRIS LA NEGLIGENCE OU AUTRE), DECOULANT DE
QUELLE QUE FACON QUE CE SOIT DE L'USAGE DE CE LOGICIEL, MEME S’IL A ETE AVERTI DE LA
POSSIBILITE D’UN TEL DOMMAGE.
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Copyrightvermerke

Die in diesem Produkt enthalten Programme unterliegen einer eingeschrankten Nutzungslizenz und
kénnen nur in Verbindung mit dieser Anwendung benutzt werden.

Dieses Produkt enthélt einen vom OpenSSL-Projekt entwickelten Code.

Dieses Produkt enthalt vom OpenSSL-Projekt entwickelte Software. Zur Verwendung im OpenSSL
Toolkit (http://www.openssl.org/).

Copyright ©1998-2005 The OpenSSL Project. Alle Rechte vorbehalten. Dieses Produkt enthélt die
Rijndael cipher

Die Rijndael-Implementierung von Vincent Rijndael, Anton Bosselaers und Paulo Barreto ist
offentlich zugéanglich und wird unter folgender Lizenz vertrieben:

@version 3.0 (December 2000)

Optimierter ANSI C Code fur den Rijndael cipher (jetzt AES)

@author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>
@author Antoon Bosselaers <antoon.bosselaers@esat.kuleuven.ac.be>
@author Paulo Barreto <paulo.barreto@terra.com.br>

Der OnDemand Switch verwendet mdéglicherweise Software, die im Rahmen der DNU Allgemeine
Offentliche Lizenzvereinbarung Version 2 (GPL v.2) lizensiert sind, einschlieRlich LinuxBios und Filo
Open Source-Projekte. Der Quellcode von LinuxBios und Filo ist bei Radware auf Anfrage erhaltlich.
Eine Kopie dieser Lizenz kann eingesehen werden unter:

http://www.gnu.org/licenses/old-licenses/gpl-2.0.html

Dieser Code wird hiermit allgemein zuganglich gemacht.

Dieses Produkt enthélt einen vom OpenBSD-Projekt entwickelten Code
Copyright ©1983, 1990, 1992, 1993, 1995

The Regents of the University of California. Alle Rechte vorbehalten.

Die Verbreitung und Verwendung in Quell- und binarem Format, mit oder ohne Veranderungen, sind
unter folgenden Bedingungen erlaubt:

1. Die Verbreitung von Quellcodes muss den voranstehenden Copyrightvermerk, diese Liste von
Bedingungen und den folgenden Haftungsausschluss beibehalten.

2. Die Verbreitung in binarem Format muss den voranstehenden Copyrightvermerk, diese Liste von
Bedingungen und den folgenden Haftungsausschluss in der Dokumentation und/oder andere
Materialien, die mit verteilt werden, reproduzieren.

3. Weder der Name der Universitat noch die Namen der Beitragenden durfen ohne ausdrickliche
vorherige schriftliche Genehmigung verwendet werden, um von dieser Software abgeleitete
Produkte zu empfehlen oder zu bewerben.

Dieses Produkt enthalt von Markus Friedl entwickelte Software
Dieses Produkt enthélt von Theo de Raadt entwickelte Software
Dieses Produkt enthalt von Niels Provos entwickelte Software
Dieses Produkt enthalt von Dug Song entwickelte Software
Dieses Produkt enthélt von Aaron Campbell entwickelte Software
Dieses Produkt enthélt von Damien Miller entwickelte Software
Dieses Produkt enthalt von Kevin Steves entwickelte Software
Dieses Produkt enthéalt von Daniel Kouril entwickelte Software
Dieses Produkt enthélt von Wesley Griffin entwickelte Software
Dieses Produkt enthélt von Per Allansson entwickelte Software
Dieses Produkt enthalt von Nils Nordman entwickelte Software
Dieses Produkt enthalt von Simon Wilkinson entwickelte Software
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Die Verbreitung und Verwendung in Quell- und binarem Format, mit oder ohne Veranderungen, sind
unter folgenden Bedingungen erlaubt:

1. Die Verbreitung von Quellcodes muss den voranstehenden Copyrightvermerk, diese Liste von
Bedingungen und den folgenden Haftungsausschluss beibehalten.

Die Verbreitung in bindrem Format muss den voranstehenden Copyrightvermerk, diese Liste von
Bedingungen und den folgenden Haftungsausschluss in der Dokumentation und/oder andere
Materialien, die mit verteilt werden, reproduzieren.SAMTLICHE VORGENANNTE SOFTWARE WIRD
VOM AUTOR IM IST-ZUSTAND (“AS 1S”) BEREITGESTELLT. JEGLICHE AUSDRUCKLICHEN ODER
IMPLIZITEN GARANTIEN, EINSCHLIESSLICH, DOCH NICHT BESCHRANKT AUF DIE IMPLIZIERTEN
GARANTIEN DER MARKTGANGIGKEIT UND DER ANWENDBARKEIT FUR EINEN BESTIMMTEN ZWECK,
SIND AUSGESCHLOSSEN.

UNTER KEINEN UMSTANDEN HAFTET DER AUTOR FUR DIREKTE ODER INDIREKTE SCHADEN, FUR
BEI VERTRAGSERFULLUNG ENTSTANDENE SCHADEN, FUR BESONDERE SCHADEN, FUR
SCHADENSERSATZ MIT STRAFCHARAKTER, ODER FUR FOLGESCHADEN EINSCHLIESSLICH, DOCH
NICHT BESCHRANKT AUF, ERWERB VON ERSATZGUTERN ODER ERSATZLEISTUNGEN; VERLUST AN
NUTZUNG, DATEN ODER GEWINN; ODER GESCHAFTSUNTERBRECHUNGEN) GLEICH, WIE SIE
ENTSTANDEN SIND, UND FUR JEGLICHE ART VON HAFTUNG, SEI ES VERTRAGE,
GEFAHRDUNGSHAFTUNG, ODER DELIKTISCHE HAFTUNG (EINSCHLIESSLICH FAHRLASSIGKEIT
ODER ANDERE), DIE IN JEGLICHER FORM FOLGE DER BENUTZUNG DIESER SOFTWARE IST, SELBST
WENN AUF DIE MOGLICHKEIT EINES SOLCHEN SCHADENS HINGEWIESEN WURDE.

Standard Warranty

The following standard warranty is presented in English, French, and German.

Standard Warranty

Radware offers a limited warranty for all its products (“Products”). Radware hardware products are
warranted against defects in material and workmanship for a period of one year from date of
shipment. Radware software carries a standard warranty that provides bug fixes for up to 90 days
after date of purchase. Should a Product unit fail anytime during the said period(s), Radware will, at
its discretion, repair or replace the Product.

For hardware warranty service or repair, the product must be returned to a service facility
designated by Radware. Customer shall pay the shipping charges to Radware and Radware shall pay
the shipping charges in returning the product to the customer. Please see specific details outlined in
the Standard Warranty section of the customer's purchase order.

Radware shall be released from all obligations under its Standard Warranty in the event that the
Product and/or the defective component has been subjected to misuse, neglect, accident or
improper installation, or if repairs or modifications were made by persons other than Radware
authorized service personnel, unless such repairs by others were made with the written consent of
Radware.

EXCEPT AS SET FORTH ABOVE, ALL RADWARE PRODUCTS (HARDWARE AND SOFTWARE) ARE
PROVIDED BY “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED.

Garantie standard

Radware octroie une garantie limitée pour I'ensemble de ses produits (" Produits ™). Le matériel
informatique (hardware) Radware est garanti contre tout défaut matériel et de fabrication pendant
une durée d'un an a compter de la date d'expédition. Les logiciels (software) Radware sont fournis
avec une garantie standard consistant en la fourniture de correctifs des dysfonctionnements du
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logiciels (bugs) pendant une durée maximum de 90 jours a compter de la date d'achat. Dans
I'hypothése ou un Produit présenterait un défaut pendant ladite(lesdites) période(s), Radware
procédera, a sa discrétion, a la réparation ou a I'échange du Produit.

S'agissant de la garantie d'échange ou de réparation du matériel informatique, le Produit doit étre
retourné chez un réparateur désigné par Radware. Le Client aura a sa charge les frais d'envoi du
Produit a Radware et Radware supportera les frais de retour du Produit au client. Veuillez consulter
les conditions spécifiques décrites dans la partie " Garantie Standard " du bon de commande client.

Radware est libérée de toutes obligations liées a la Garantie Standard dans I'hypothese ou le Produit
et/ou le composant défectueux a fait I'objet d'un mauvais usage, d'une négligence, d'un accident ou
d'une installation non conforme, ou si les réparations ou les modifications qu'il a subi ont été
effectuées par d'autres personnes que le personnel de maintenance autorisé par Radware, sauf si
Radware a donné son consentement écrit a ce que de telles réparations soient effectuées par ces
personnes.

SAUF DANS LES CAS PREVUS CI-DESSUS, L'ENSEMBLE DES PRODUITS RADWARE (MATERIELS ET
LOGICIELS) SONT FOURNIS " TELS QUELS " ET TOUTES GARANTIES EXPRESSES OU IMPLICITES
SONT EXCLUES, EN CE COMPRIS, MAIS SANS S'Y RESTREINDRE, LES GARANTIES IMPLICITES DE
QUALITE MARCHANDE ET D'ADEQUATION A UNE UTILISATION PARTICULIERE.

Standard Garantie

Radware bietet eine begrenzte Garantie fiir alle seine Produkte ("Produkte") an. Hardware Produkte
von Radware haben eine Garantie gegen Material- und Verarbeitungsfehler flr einen Zeitraum von
einem Jahr ab Lieferdatum. Radware Software verfiugt Uber eine Standard Garantie zur
Fehlerbereinigung fur einen Zeitraum von bis zu 90 Tagen nach Erwerbsdatum. Sollte ein Produkt
innerhalb des angegebenen Garantiezeitraumes einen Defekt aufweisen, wird Radware das Produkt
nach eigenem Ermessen entweder reparieren oder ersetzen.

Fur den Hardware Garantieservice oder die Reparatur ist das Produkt an eine von Radware
bezeichnete Serviceeinrichtung zuriickzugeben. Der Kunde hat die Versandkosten fur den Transport
des Produktes zu Radware zu tragen, Radware Ubernimmt die Kosten der Ruckversendung des
Produktes an den Kunden. Genauere Angaben entnehmen Sie bitte dem Abschnitt zur Standard
Garantie im Bestellformular fir Kunden.

Radware ist von sdmtlichen Verpflichtungen unter seiner Standard Garantie befreit, sofern das
Produkt oder der fehlerhafte Teil zweckentfremdet genutzt, in der Pflege vernachl&ssigt, einem
Unfall ausgesetzt oder unsachgeman installiert wurde oder sofern Reparaturen oder Modifikationen
von anderen Personen als durch Radware autorisierten Kundendienstmitarbeitern vorgenommen
wurden, es sei denn, diese Reparatur durch besagte andere Personen wurden mit schriftlicher
Genehmigung seitens Radware durchgefiihrt.

MIT AUSNAHME DES OBEN DARGESTELLTEN, SIND ALLE RADWARE PRODUKTE (HARDWARE UND
SOFTWARE) GELIEFERT "WIE GESEHEN" UND JEGLICHE AUSDRUCKLICHEN ODER
STILLSCHWEIGENDEN GARANTIEN, EINSCHLIESSLICH ABER NICHT BEGRENZT AUF
STILLSCHWEIGENDE GEWAHRLEISTUNG DER MARKTFAHIGKEIT UND EIGNUNG FUR EINEN
BESTIMMTEN ZWECK AUSGESCHLOSSEN.
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Limitations on Warranty and Liability

The following limitations on warranty and liability are presented in English, French, and German.

Limitations on Warranty and Liability

IN NO EVENT SHALL RADWARE LTD. OR ANY OF ITS AFFILIATED ENTITIES BE LIABLE FOR ANY
DAMAGES INCURRED BY THE USE OF THE PRODUCTS (INCLUDING BOTH HARDWARE AND
SOFTWARE) DESCRIBED IN THIS USER GUIDE, OR BY ANY DEFECT OR INACCURACY IN THIS USER
GUIDE ITSELF. THIS INCLUDES BUT IS NOT LIMITED TO ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION). THE ABOVE LIMITATIONS WILL APPLY EVEN IF RADWARE HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SOME JURISDICTIONS DO NOT ALLOW THE
EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES OR LIABILITY FOR INCIDENTAL OR
CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY TO YOU.

Limitations de la Garantie et Responsabilité

RADWARE LTD. OU SES ENTITIES AFFILIES NE POURRONT EN AUCUN CAS ETRE TENUES
RESPONSABLES DES DOMMAGES SUBIS DU FAIT DE L'UTILISATION DES PRODUITS (EN CE
COMPRIS LES MATERIELS ET LES LOGICIELS) DECRITS DANS CE MANUEL D'UTILISATION, OU DU
FAIT DE DEFAUT OU D'IMPRECISIONS DANS CE MANUEL D'UTILISATION, EN CE COMPRIS, SANS
TOUTEFOIS QUE CETTE ENUMERATION SOIT CONSIDEREE COMME LIMITATIVE, TOUS DOMMAGES
DIRECTS, INDIRECTS, ACCIDENTELS, SPECIAUX, EXEMPLAIRES, OU ACCESSOIRES (INCLUANT,
MAIS SANS S'Y RESTREINDRE, LA FOURNITURE DE PRODUITS OU DE SERVICES DE
REMPLACEMENT; LA PERTE D'UTILISATION, DE DONNEES OU DE PROFITS; OU L'INTERRUPTION
DES AFFAIRES). LES LIMITATIONS CI-DESSUS S'APPLIQUERONT QUAND BIEN MEME RADWARE A
ETE INFORMEE DE LA POSSIBLE EXISTENCE DE CES DOMMAGES. CERTAINES JURIDICTIONS
N'ADMETTANT PAS LES EXCLUSIONS OU LIMITATIONS DE GARANTIES IMPLICITES OU DE
RESPONSABILITE EN CAS DE DOMMAGES ACCESSOIRES OU INDIRECTS, LESDITES LIMITATIONS
OU EXCLUSIONS POURRAIENT NE PAS ETRE APPLICABLE DANS VOTRE CAS.

Haftungs- und Gewahrleistungsausschluss

IN KEINEM FALL IST RADWARE LTD. ODER EIN IHR VERBUNDENES UNTERNEHMEN HAFTBAR FUR
SCHADEN, WELCHE BEIM GEBRAUCH DES PRODUKTES (HARDWARE UND SOFTWARE) WIE IM
BENUTZERHANDBUCH BESCHRIEBEN, ODER AUFGRUND EINES FEHLERS ODER EINER
UNGENAUIGKEIT IN DIESEM BENUTZERHANDBUCH SELBST ENTSTANDEN SIND. DAZU GEHOREN
UNTER ANDEREM (OHNE DARAUF BEGRENZT ZU SEIN) JEGLICHE DIREKTEN; IDIREKTEN; NEBEN;
SPEZIELLEN, BELEGTEN ODER FOLGESCHADEN (EINSCHLIESSLICH ABER NICHT BEGRENZT AUF
BESCHAFFUNG ODER ERSATZ VON WAREN ODER DIENSTEN, NUTZUNGSAUSFALL, DATEN- ODER
GEWINNVERLUST ODER BETRIEBSUNTERBRECHUNGEN). DIE OBEN GENANNTEN BEGRENZUNGEN
GREIFEN AUCH, SOFERN RADWARE AUF DIE MOGLICHKEIT EINES SOLCHEN SCHADENS
HINGEWIESEN WORDEN SEIN SOLLTE. EINIGE RECHTSORDNUNGEN LASSEN EINEN AUSSCHLUSS
ODER EINE BEGRENZUNG STILLSCHWEIGENDER GARANTIEN ODER HAFTUNGEN BEZUGLICH
NEBEN- ODER FOLGESCHADEN NICHT ZU, SO DASS DIE OBEN DARGESTELLTE BEGRENZUNG ODER
DER AUSSCHLUSS SIE UNTER UMSTANDEN NICHT BETREFFEN WIRD.
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Document Conventions

The following describes the conventions and symbols that this guide uses:

Item Description Description Beschreibung
% An example scenario Un scénario d’exemple Ein Beispielszenarium
Example
Possible damage to Endommagement Mogliche Schaden an
A equipment, software, or |possible de I'équipement, | Gerat, Software oder
data des données ou du Daten
Caution: logiciel
Additional information Informations Zuséatzliche
Q complémentaires Informationen
Note:
A statement and Références et Eine Erklarung und
g instructions instructions Anweisungen
.
To

A suggestion or
workaround

Une suggestion ou
solution

Ein Vorschlag oder eine
Umgehung

e

Warning:

Possible physical harm to
the operator

Blessure possible de
I'opérateur

Verletzungsgefahr des
Bedieners
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Chapter 1 — Preface

This guide describes the installation process and initial configuration for the Alteon VA platform for
the following hypervisor types:

= VMware
= KVM
= Microsoft Hyper-V Server

Who Should Use This Book

This book is intended for network and system administrators engaged in installing, configuring and
maintaining their network environment. It assumes that you are familiar with Ethernet concepts and
the process of device installation.

Related Documentation

Alteon Application Switches have the following related documentation, which may be required for
various tasks described in this book:

= Release Notes

= Alteon Application Switch Operating System Application Guide

= Alteon Application Switch Operating System Command Reference

= Alteon Application Switch Operating System Web Based Management Quick Start
= Alteon Application Switch Troubleshooting Guide

= Alteon Application Switch Operating System AppShape++ Reference Guide

= AppWall for Alteon User Guide

= FastView for Alteon User Guide
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Chapter 2 — Alteon Application Switch Platform

This chapter describes the following Alteon Application Switch platform:
= Alteon VA Platform, page 17

Alteon VA Platform

Alteon Virtual Appliance (VA) is an Alteon Application Switch packaged as a virtual appliance running
on server virtualization infrastructure, providing identical functionality to the physical Alteon ADC
devices including local and global server load balancing, Layer 7 capabilities, and application
acceleration.

Alteon VA is part of Radware's Virtual Application Delivery Infrastructure (VADI) architecture which
integrates the ADC and virtualization services.

Alteon VA is one of the three ADC form factors offered as part of Radware's VADI architecture, along
with a dedicated Alteon device and a VADC instance running on the ADC-VX hypervisor.

Figure 1: Radware’s Alteon VA and VADI Architecture

Alteon VA provides ADC virtualization with ADC-VX, the ADC virtualization and consolidation
platform based on a specialized ADC hypervisor. ADC-VX is built on architecture that virtualizes the
resources of the Alteon ADC platform including CPU, memory, network and acceleration resources.
This specialized hypervisor runs fully functional virtual ADC instances, each of which delivers ADC
functionality just like a dedicated physical ADC device. Each virtual ADC instance contains a
complete and separated environment of resources, configurations, and management.
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Chapter 3 - Initial Configuration

Once installed, the Alteon Application Switch requires some administrative configuration before it
can be used effectively.

Alteon supports the following interface options:

< A command line interface (CLI) text-based menu system for configuration and management
through a local terminal or through a remote Telnet or SSH session.

-

Note: For more information regarding CLI commands, see the Alteon Application Switch
Operating System Command Reference.

= A Web-Based Management (WBM) application accessible through a Web browser (HTTPS
access).

< SNMP support for access through the APSolute Vision management system or through network
management software such as HP OpenView.

-

Note: For more information regarding SNMP MIBs and the commands used to configure SNMP
on Alteon, see the Alteon Application Switch Operating System Command Reference.

Alteon provides a console port, a management port, and network ports that can be used for
configuring and managing the Alteon platform. This section explains how to establish a connection
using these ports and to perform the initial management port configuration if required.

-

Note: Make sure the connectivity between your client station and the Alteon platform is not blocked
by a firewall.

This chapter includes the following sections:
< Alteon VA Platforms Installation and Configuration, page 19

Alteon VA Platforms Installation and Configuration

Radware's Virtual Application Delivery Infrastructure (VADI™) architecture integrates ADC and
virtualization services. This section describes the installation and configuration instructions for the
various VADI platforms and includes the following sections:

= ADC Form Factors, page 19

= Alteon VA for VMware Installation and Configuration, page 21.

= Alteon VA for KVM Installation and Configuration, page 33.

= Alteon VA for Microsoft Hyper-V Installation and Configuration, page 37

< Initial Deployment of Alteon VA, page 45.

= Obtaining and Installing a Permanent License for Alteon VA, page 47.

ADC Form Factors

Radware’s VADI infrastructure supports various ADC form factors or platforms:
= Dedicated ADC — The traditional Alteon ADC hardware.
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= VADC — A virtualized instance of the Alteon operating system, running on the ADC-VX,
Radware’s ADC hypervisor that enables multiple vVADCs on top of a dedicated Alteon ADC.

= Alteon VA — A software-based ADC platform supporting AlteonOS functionality and running on a
virtualization infrastructure. Alteon VA is supported by the following hypervisor types:

— VMware
— KVM
— Microsoft Hyper-V Server

YN

Caution: Before powering up your Alteon VA, ensure that you connect the network interfaces to
different networks.

Minimum Requirements

= A new Alteon VA installation requires a minimum of 1 vCPU, 2 GB RAM (2.4 GB under VMware),
and 6 GB disk space.

= Alteon VA with FastView requires a minimum of 3 vCPUs (1 vCPU for Alteon and 2 vCPUs for
FastView), 7 GB RAM (3 GB for Alteon and 4 GB for FastView), and 18 GB disk space.

Note: When configuring FastView with more than 4 GB RAM, the minimum disk size should be

6 GB +3 x the FastView RAM size. For example, if the VA is configured to have 4 GB RAM for
Alteon and 8 GB RAM for FastView, the minimum disk size should be 30 GB—6 GB for Alteon and
24 GB (3 x 8) for FastView.

= Alteon VA (version 30.2) with AppWall requires a minimum of 2 vCPUs (1 vCPU for Alteon and 1
VvCPU for AppWall), 5 GB RAM (3 GB for Alteon and 2 GB for AppWall), and 8 GB disk space.

< Alteon VA (version 30.1) with AppWall requires a minimum of 3 vCPUs (1 vCPU for Alteon and 2
vCPUs for AppWall), 5 GB RAM (3 GB for Alteon and 2 GB for AppWall), and 8 GB disk space.

< To run in a multi-SP environment, Alteon VA utilizes the DPDK library. This is supported on the
Alteon VA over Intel processors starting with the Westmere architecture or higher (Xeon series
36xx, 56xx, and the Core i7-980X).

= When configuring the Alteon VA to run with multiple SPs, allocate the VM with a minimum of 2
GB RAM per SP.

= An Alteon VA upgrade requires a minimum of 1 vCPU, 2 GB RAM, and 6.5 GB disk space.

= An Alteon VA upgrade on VMware that includes FastView requires a minimum of 3 vCPUs, 7 GB
RAM (3 GB for Alteon and 4 GB for FastView), and 50 GB disk space.

Note: Before starting the upgrade process, you should free unnecessary disk space by cleaning the
log and dump files. Run the following commands prior to the upgrade in order to free disk space:
— /maint/cldmp — clears the core dumps
— /maint/debug/cleandumps — clears the panic dumps
— /maint/applog/clearlog — clears the AX logs
— /maint/debug/logger/clean — clears the Alteon logs
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Alteon VA for VMware Installation and Configuration

To set up Alteon VA for VMware, you must first obtain the Open Virtualization Format (OVF) package
for Alteon VA provided by Radware.

Note: Alteon VA over VMware supports ESX versions 4.1, 5.0, 5.1, 5.5, and 6.0. To configure
Alteon VA to run with multiple SPs, the VMware ESX version must be 5.0 or higher.

To configure Alteon VA on VMware to work with multiple SPs, it should use the vmxnet3 virtual
network adapter.

In order for it to work with VLAN tags, you can manually change the adapter on the VA to a basic
adapter named E1000.

Installation Prerequisites

< Fully functioning VMware infrastructure, including:
— A VMware ESX server (version 4.1, 5.0, 5.1, 5.5, or 6.0)
— An installed vSphere client

= OVF/OVA package from Radware

Notes

= The Open Virtualization Format (OVF) is an open standard for packaging and distributing
virtual appliances or more generally software to be run on virtual machines. The OVF standard is
not tied to any particular hypervisor or processor architecture. The unit of packaging and
distribution is called an OVF Package which may contain one or more virtual systems each of
which can be deployed to a virtual machine. An OVF package consists of several files, placed in
one directory.

= The Open Virtualization Appliance (OVA) is a one-file alternative package, a TAR file with
the OVF directory inside. So if you want to share your VM on the Internet you can create a single
OVA file (similar to a zip file). To consume the file, you have to convert it first to OVF (just like
you unzip a file before you use it).
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Deploying the OVF Package

&
,gﬁ?
To deploy the OVF

1. Log into the VMware vSphere client.

(%) vsphere22.radwarevm.com - vSphere Client

File | Edt Wiew Inventory Administration Plugins Help

Lie; s

b §y ¥Ms and Templates

Deploy OVF Template.

Report 4 Alteon.Cloud

Browse VA Marketplace... Getting Starbed QUL LAE

Whatis a Folder?

Exit e

Afolder is a container used to group objects and organize
them into hierarchies. Folders provide a natural structure
upon which to apply permissions.

The folder structure you see in the inventory varies
depending on the inventory view.

Basic Tasks
ﬂ Create a folder

& Create new virtual machine

58 =/ Search Inventory Q

close tab [X]

Folder

2. Deploy the OVF package by selecting File > Deploy OVF Template. The Deployment OVF

Template wizard is displayed.

2 Deploy OVF Template

Source
Select the source location,

Source
OYF Template Details

& Deploy From file:

Browse...

Choose this option if the source OVF template (*,ovf) is on the local file system,
For example, your C: drive, a network share, or a COJDYD drive,

" Deploy From URL:

Choose this option to download the OVF template from the Internet and enter a
URL such as http:f v, example. comftemplate, ovf

EIEX

Help | #Back | Next = |

Cancel |

|

3. In the Deploy OVF Template dialog box, select Deploy from file, click Browse to select the

OVF template from the relevant location, and click Next.

4. In the End User Agreement dialog box, click Accept to accept the end-user licensing agreement.

Click Next.

5. In the Name and Location dialog box, provide a name and location for the deployed template.
The name can contain up to 80 characters and must be unique within the inventory folder, and

click Next.

22
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10.

11.

12.

13.

In the Host/Cluster dialog box, select a host or cluster that will run the deployed template, and
click Next.

A cluster is a logical group of devices for high availability or load balancing purposes. If you
select a cluster, you must select a specific host. Each virtual machine must be assigned to a
specific host. You must select a storage location for the virtual machine files.

a. In the Specify a Specific Host dialog box, select an available host from the list, and click
Next.

b. In the Datastore dialog box, select the storage for the virtual machine files, and click Next.
Finish the Alteon VA installation.

Click Next to view the options you selected, and then click Finish.
From the Home > Inventory drop-down menu, select Templates and VMs.

In the VM Inventory tree, right-click the desired Alteon VA from the list, and then select Edit
Settings.

-

Note: If no virtual machines are displayed, verify that Show VMs in Inventory is selected in
the Vsphere client View menu option.

Assign each network adapter to the pre-defined network connections for management, clients,
and servers.

for configuring Alteon VA to run in PCI pass-through mode (Alteon VA for NFV), see Configuring
Alteon VA for Pass-through, page 28.

If you are configuring for a multi-core environment, see Configuring Alteon VA on VMware to
Support Enhanced Alteon VA Functionality, page 24.

F -
@ Alteon VA - Virtual Machine Properties =aeey X
Hardware lOpﬁons ] Resources ] Virtual Machine Version: 7

Device Status

I Show Al Devices Add... Remove -

[¥ Connect at power on

Hardware Summary
BB Memory 1536 MB
o crus 5 Adapter Type
|;| Video card Video card Current adapter: Flexible
= VMCIdevice Restricted
e SCSI controller 0 LSI LogicParallel MAC Address
= Hord disk1 Virtual Disk 00:50:56:86:00:cf
BB Network adapter1 WM Network (% Automatic ™ Mard
BB Network adapter2 VM Network |
BB Network adapter3 VM Network Network Connection
@ USB controller Present Network label:
|VM Network j

Help oK Cancel
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-

Note: To deploy Alteon VA in bridge mode, you must set the vSwitch as promiscuous.

Configuring Alteon VA on VMware to Support Enhanced Alteon VA
Functionality

In order to support enhanced functionalities such as FastView, AppWall or multi-SP, you need to
resize the VM running the Alteon VA through the VMware vSphere client.

-

Note: By default, the Alteon VA is deployed with the minimum Alteon requirements—1 vCPU, 2 GB
RAM (2.4 GB under VMware), and 6 GB disk space.

L]
To configure Alteon to utilize multi-core on VMware

1. Deploy the OVF package (see Deploying the OVF Package, page 22).
2. Set the number of vCPUs and the RAM size (see VM Configuration, page 24).

To activate FastView or AppWall on Alteon, you must allocate VM resources between these
applications (see Resource Allocation, page 27) .

VM Configuration

After successfully deploying the OVA, you have to resize the VM by setting the vCPUs, disk,and RAM
size.

Q:U‘:

(T

To configure the VM

1. Access the vSphere client.

2. Right-click on the VM and select Edit Settings.
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= [ 10.206.102.139
s Alteon-29.5.1.0
s Alteon-29.6.0.0

{73 [ Alteon-30.1.0.0
Power »
Guest »
Snapshot »
@ Open Conscle
[  Edit Settings... ||
Add Permission... Ctrl+P

Report Performance...
Rename

Open in Mew Window... Ctrl+Al+N
Remove from Inventory
Delete from Disk

3. Set the number of vCPUs and the RAM size of the VM. See Minimum Requirements, page 20 in
order to determine the VM sizes required.

-

Note: You must now allocate an additional virtual disk with the required size, according to the
guidelines detailed in Minimum Requirements, page 20. If there is a need for additional disk
size beyond the 6 GB of the default disk, you cannot utilize the space of the original virtual disk.
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Alteon-30.1.0.0 - Virtual

Hardware |O|:|tions I Resources I

™ Show All Devices Add... | |
Hardware | summary |
Wl Memory (edited) 16384 MB

[l CPUs (edited) 8

Video card Video card

&= VMCI device Restricted

@ SCsI controller 0 L=I LogicParallel

% CD/DVD drive 1 CD-ROM 1

&= Hard disk1 Wirtual Disk

BB Network adapter 1 WM Metwork

BB Network adapter2 Server.Gide.net

BB Network adapter 3 Client.Side.net

[

Virtual Machine VYersion: 7

Help |

oK Cancel

4. Click Add.
5. Select Hard Disk, and click Next.

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type
Select a Disk
Create a Disk
Advanced Options
Ready to Complete

Choose the type of device you wish to add.

(D) serial Port

& Parallel Port

o Floppy Drive

(2L, CD/DVD Drive

eod USE Controller

E LUSB Device {unavailablz)
& PCI Device (unavailable)
Ethernet Adapter

£ 5CS1 Device

— Information

This device can be added to this Virtual Machine.

Help |

= Back | Mext = I Cancel J

26
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Click Next when promted.
Set the hard disk size and click Next.

G N ==

Create a Disk
Spedfy the virtual disk size and provisioning policy

Device Type — Capacity
Select a Disk o Iﬁ
Create a Disk e he=3 jeB

Advanced Options
Ready to Complete

— Digk Provisioning
% Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
= Thin Provision

—Location
¢ Store with the virtual machine

{~ spedfy a datastore or datastore duster:

Help | < Back | Mext = I Cancel

7|

8. Click Next when promted.

9. Click Finish.

10. Press OK and restart the virtual machine.
Note:

-

Note: After assigning an additional vDisk, the system performs an automatic reboot when turning
on the VM for the first time.

Resource Allocation
By default, the system allocates all its resources for Alteon only.

= If you intend to run FastView or AppWall on Alteon, you need to allocate the VM resources
between Alteon and AppWall or FastView.

< If you do not intend to run FastView or AppWall, then no other configuration is required.

-

Note: These limitations are not relevant when configuring the network interfaces to work in
pass-through mode.
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To allocate the resources

1. Go to Configuration > System > VM Resource Allocation.

2. Allocate 3, 5, 9, or 17 vCPUs for Alteon, where one vCPU is for used by the MP and the
remaining for the SPs. (Allocating 17 vCPUs is only relevant when configuring PCI pass-through
mode.)

-

Note: If you configure the number of vCPUs differently, Alteon will fail and won't launch.

3. Set the RAM size, for Alteon, as 2 GB multiplied by the number of Alteon vCPUs minus one. For
example, if 5 vCPUs are assigned to Alteon, the minimum RAM size must be (5-1) x 2=8 GB.

-

Notes
— For extended network performance by using DPDK, allocate at least 3 GB RAM.
— When configuring to run with multiple SPs, allocate at least 2 GB RAM per SP.

FastView Resource Allocation and Activation
1. In the VM Resource Allocation window, select FastView.
2. Select the required RAM size for FastView.
The number of VCPUs is fixed at 2. The disk size is automatically calculated as 3 x RAM size.
3. Go to Application Delivery > Application Services > FastView.

Select Enable FastView.

AppWall Resource Allocation and Activation
1. In the VM Resource Allocation window, select AppWall.
2. Select the required number of vCPUs: 2, 4 or 8
Alteon automatically calculates the required RAM and disk size.
3. Go to Application Delivery = Security > Web Security.
Select Enable AppWall.

Configuring Alteon VA for Pass-through

Configuring Alteon VA for pass-through consists of the following steps:
1. Selecting Network Interface Cards for PCI Pass-through, page 28
2. Attaching PCI NICs to the Alteon VA Virtual Machine, page 30

Selecting Network Interface Cards for PCI Pass-through

-

Note: To configure the Alteon VA to run in a PCI pass-through mode on HP servers, you must run
ESXi version 6.0.
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To enable the VM to work in pass-through mode, designate the host machine PCI NICs that you
intend to use in pass-through mode.

1. Open the vSphere client and select the node of the host machine.

File Edt View Igventory Administration Plug-ins Help

B B & rome b g0 twentory > [ Inventory

& @

& [ 10174170100 taliskerilcorp.radware.com VMware ESX), 5.5.0, 2068190

[T EILIN Sommary - Virtual Machines  Resource Allocation | Performance ~ Configuration | Local Users & Groups | Events | Permissions

clone tab [X
What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, 10 run virual machines. Hosis provide the
CPU and memory resources that virtual machines use and
give virlual machines access to storage and network
connectivity

You can add a virtual machine 1o a host by creating a new
one of by deploying a virtual appliance

The easiest way 1o add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it such as Windows or Linux

Basic Tasks

! Deploy trom VA Marketplace

88 Greste s now vitusi wmohine T,

| Learn about vSphere

Manage multiple hosts, eliminate downtime, load
balance your datacenter with vilolion, and more

Evaluate vSphere

2. In the Configuration tab, select Hardware = Advanced Settings.

A list of all the available network interface cards suitable for PCI pass-through displays.

talskercorpradware.com VMware [5X), 5.5.0, 2068190

Guttiag Rarted | Sumwmary | Virtual Machines | Resource Allocation  Pertormance TR Tl LR Lotk Users B Groups ~Events | Permasions

BirectFath 1/0 Configuration

Warmeg: Configurng host hardware wihout specal v iualzation features for vl maach ol s fable for use except va e to 3 segde vrtual machine. dor, conbigurng a & ded for normal
A oper impossiie and may requre sgndicant effort to unda. See the anre help for more nformatien.

Ench listed device is avalable for drect actest by the virtual machres on ths host.

W 04:00.1 | Intel Corporation 82597 10 Gugabd Dual Port Meetwork Connaxtion
PR 05:00.1 | Intel Conporation 82559 10 Gigabi Dual Port Network Connadtion
T 42:00.0 | Intel Corporation B2599 10 Gigabit Dual Port Network Connection
T 420001 | Inkel Corporstion 82559 10 Gigabit Dual Port Network Connedtion

3. Click Edit (on the far right side of the window).
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.| .;‘.1. ro gl
Mark devices for passthrough: Hide Details

- [J/= [00:1a.0 | Intel Corporation C600/%79 series chipset USB2 Enhanced Host Control
~.[JF@ 00:1.0 | Intel Corporation C600/X79 series chipset USB2 Enhanced Host Control
—[OJF@ 00:11.2 | Intel Corporation Patsburg 6 Port SATA AHCI Controller
@-[JIE 00:01.1 | Intel Corporation Xeon ES/Core i7 110 PCI Express Root Port 1b
[JI& 00:01.0 | Intel Corporation Xeon ES/Core i7 110 PCI Express Root Port 12
= D]ﬁl 00:02.2 | Intel Corporation Xeon E5/Core i7 110 PCI Express Root Port 2c
. ~[JW= 03:00.0 | LSI / Symbios Logic Dell PERC H710 Mini [vmhbal]
R |:|1]3 00:02.0 | Intel Corporation Xeon ES/Core i7 110 PCI Express Root Port 2a
@-[JIE 00:03.0 | Intel Corporation Xeon ES/Core i7 110 PCI Express Root Port 3a in PCI |
EDIE 00:03.2 | Intel Corporation Xeon ES/Core i7 110 PCI Express Root Port 3¢
=[] 00:1c.7 | Intel Corporation C600/X79 series chipset PCI Express Root Port 8
. E-[]IE 09:00.0 | Renesas Technology Corp. SH7757 PCle Switch [PS]
=-[JIE 0a:00.0 | Renesas Technology Corp. SH7757 PCle Switch [PS)
E-[JI&E 0b:00.0 | Renesas Technology Corp. SH7757 PCle-PCI Bridge [PPB]
! ~-OI@ 0c:00.0 | Matrox Electronics Systems Ltd. G200eR2
=-[JIE 40:02.0 | Intel Corporation Xeon ES/Core i7 110 PCI Express Root Port 2a
o EU% 42:00.0 | Intel Corporation 82599 10 Gigabit Dual Port Network Connection
E% 42:00.1 | Intel Corporation 82599 10 Gigabit Dual Port Network Connection

< | m ] b

Device Details

@ This device is passthrough capable but not running in passthrough mode
Device Name CE00/X79 series ch... Vendor Name Intel Corporation
D 00:1a.0 Class ID co3
Device ID 1D2D Subdevice ID 48C
Vendor ID 8086 Subvendor ID 1028
Function 0 Slot 26
Bus 0

oK I Cancel Help

4. Select the Intel NIC you want to use and click OK.

Attaching PCI NICs to the Alteon VA Virtual Machine

After designating the PCI NICs that can be used in pass-through mode, assign to the VM the NICs to
directly attach to the VM.

o

To attach PCI NICs to the VM

1.

2. From the Hardware tab, click Add.

From the navigation tree, right-click on the Virtual Machine and select Edit Settings.

30
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Hardware |Optior|5 | Resources | Virtual Machine Version: 7
—Memory Configuration
™ Show All Devices Add... | Remove |
255 B Memory Size: I 16 3: GE v
Hardware | Summary | e
Maximum recommended for this
g Eicmony L= | =1 guest 0S: 255 GB.
CPUs 8 &4 GE
) ) Maximum recommended for best
@ Video card Video card A performance: 65432 MB
. . 32 GE ' !
VMCId Restricted
= Evice =St Default recommended for this
@ SCSI controller 0 LI Logic Parallel 16 GB < guest0S: 1GB.
% CD/DVD drive 1 Ch-ROM 1 Minimum recommended for this
= Hard disk1 Virtual Disk 8 GB < guest OS: 256 MB.
BB Network adapterl WM Network 4GB
BB Network adapter2 Server.Side.net
BB Network adapter3 Client.Side.net 2GB
1GB
512 MB
256 MB
125 MB
&4 MB
32 MB
16 ME
5 MB
4 MB
Help | OK Cancel |

3. Select PCI Device and click Next.

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type Choose the type of device you wish to add.
Select PCI/PCle Device

Ready to Complete

— Information
This device can be added to this Virtual Machine.

|u¢| smllm—almJ

4. Select the PCI NIC to attach to the VM and click Next.
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Choose PCI Device
Which of the present PCI/PCle devices would you like to add?

Device Type ~Connection
Select PCI/PCle Device

Ready to Complete

Specify the physical PCI/PCle Device to connect to:

[04:00.1 | Intel Corporation 82599 10 Gigabit Dual Port Network Connection v |

or reshored, ur to parhapate in mohun

Adding a PCI Passthrough device to this VM will automatically
Lét‘ set its minimum memory reservation equal to its memory size.

Help |

{

<oock [ [ next> | Cm!J

5. Click Finish.

Ready to Complete
Review the selected options and dlick Finish to add the hardware.

Device Type
Select PCI/PCle Device

Ready to Complete

PCI/PCle Device: 04:00.1 | Intel Corporation 82599 10 Gigabit Dual Port Network Connec]

<gak |[ Fnsh | concel

| |

6. Repeat steps 1-5 to attach all the NICs to the VM.
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Alteon VA for KVM Installation and Configuration

To set up Alteon VA for KVM, you must first obtain the KVM package for Alteon VA provided by
Radware.

Alteon VA for KVM libvirt/virsh Deployment
This section includes:
= Supported Host Kernels, page 33

= Installation Prerequisites, page 33

= Minimum Requirements, page 33

= Deploying the Package, page 33

Supported Host Kernels
= Ubuntu 14.04
= CentOS 6.4

Installation Prerequisites
= The KVM host has the following packages and tools installed:
— Qemu 2.0

— libvirt version v0.9.10 and up. For bypass mode (Alteon VA for NFV) version 1.2.5 or higher
is recommended.

— losetup

Minimum Requirements
= For single SP (1-2 vCPUs)
— KVM host kernel (minimum version: 2.6.32-279.5.2.el6.x86_64)
— libvirt (v0.9.10)
= For multiple SPs (more than 3 vCPUSs)
— KVM host kernel (minimum version: 3.13)
— libvirt (v1.0.5)

-

Note: When Alteon VA for KVM is installed through a libvirt/virsh deployment, a virtual serial line or
virsh console to the serial line is used instead of the usual TTY. Therefore, you should switch to a
serial console if you are using a GUI based framework. If you attempt to use a standard TTY, the line
is dropped and the prompt may freeze.

Deploying the Package
QCU‘:

1]

To deploy the package

1. Unpack the Alteon VA package. For example: # tar -xzvf Alteon-2x.x.x.0 VA kvm.tgz

2. Run the setup script from./install/bin/main setup.
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welcome to the Alteonos-30.1.0.0_r1s_634 deployment procedure!

3. Press OK.
4. Select the deployment mode (location) for the new image as 1 local, and click OK.

peployment Mode

L Oca |

B Rremote

5. Select the location to deploy the VM, and click OK.

Directories

boot
dnsmasq

network

gemu
sanlock

/1ibvirt/images

6. At the prompt, enter the virtual machine name, and click OK. A default name is provided.

virtual machine name

Ateonos-val-30.1.0.0

7. Enter the number of vCPUs for the virtual machine, and click OK.
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8. Enter the RAM size (in MB) for the virtual machine, and click OK.

Enter vM RAM S

select interface for network "mManagement”

Bridge 1ntertace

open v B
open vswitch interface

10. Select the network interface for the data/traffic network ports:
— virtio—For network connection through the vSwitch.
— pass-through—For connecting the virtual machine directly to the network interface cards.

Note: When choosing the pass-through option, the selected NICs cannot be shared among
other virtual machines.

Network interface type for network "Traffic”

11. If you selected virtio, select the bridge interfaces. If you selected pass-through, select the
relevant PCI NICs. Use the arrow buttons to scroll up or down and press the space bar to
select.

Note: The PCI interfaces you select are configured in the Virtual Machine configuration in the

order that you selected them. Radware recommends that you first select the client-side
interfaces, click OK, and then select the server-side interface.
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select interfaces for network "

Corporation Connection
Inte Corporation diDIT M ork Connection
Intel ion Gi i i nection
Intel i on ) /SFP+ ror k
Intel C mati D : 2§ JSFP+
Intel Cor i 59C 10 hi SSFP+ R
Inte]l Corporati : : i
ethl8 Intel Corporati
ethl3 Intel Corporation | 5 SFI/SFP+ Network Connection

il
2
3
5
5
7
8
E

12. When prompted to configure an additional network, if you need to configure more interfaces (for
example, if you only configured the client-side interfaces) select Yes. If all interfaces are
configured, select No.

additional network?

Name | #vCPUs supported |

Alteon |
Fastview|
Appwall |

Allocate the VM vCPUs among the applications running on the Alteon VA:

— Alteon—ADC functionality. If one vCPU is allocated, both MP and SP run on the same vCPU.
If more than one vCPU is allocated, one vCPU is assigned for MP processing while the rest
are assigned for SP processing.

— FastView — Web Performance Optimization. To enable FastView, you must assign two (2)
VvCPUs for it.

— AppWall — WAF and authentication server. To enable AppWall, you must assign two (2),
four (4), or eight (8) vCPUs for it.

L

Note: You can configure either AppWall or FastView, —but not both.
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14. When the installation completed successfully message displays, click OK.

installation completed successfully

15. To view a list of the installed devices, enter virsh list --all.

virsh Tist --all

Id MName State
77 virtio634_8sp running
78 Master_VRRP running
81 BACKUP_VRRP running
82 Alteon0s-30-0-4-0_rls_27 running
- alteon shut off
- Alteon-29-5-100-0_21 shut off

16. To run the Alteon VA Virtual Machine, enter virsh start [name].

Notes

< If your network has a DHCP server, the Alteon VA IP address displays. If not, configure this
manually. For more information, see the Alteon Application Switch Operating System Command
Reference Guide.

= The Alteon VA installation on KVM requires that the vhost-net driver is installed. If the KVM host
does not have this driver configured, you can do this by entering the following command:
/etc/default/qgemu-kvm: VHOST NET ENABLED=0 to VHOST NET ENABLED=1.

Alteon VA for Microsoft Hyper-V Installation and Configuration

Microsoft Hyper-V Server is a hypervisor-based server virtualization product that enables you to
consolidate workloads, helping organizations improve server utilization and reduce costs.

Hyper-V Server is a dedicated stand-alone product that contains the hypervisor, Windows Server
driver model, virtualization capabilities, and supporting components.

Installation Prerequisites

Fully functioning infrastructure, including:

= Microsoft Hyper-V Server

= Hyper-V Server GUI

= Alteon VA package (zip file) from Radware

Deploying the Package
Qu
L]0
To deploy the package

1. Extract the zip file to the location of the virtual hard disks of the remote server.
2. Run the server manager application and open the Hyper-V Manager.
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Ele gction Yew Help
«= z(m BE

25 Hypes-V Manager | Acthons
s Heervaoz  Virtual Machines G -

L Impeet Viehusl Machine...

2 Hypes-¥ Settings...

¥ Virtual Switch Manager...

o Virbaal SEN Mansger..
. s . g Bt Dk,

L] = . £ tnspect Dk

 Snapshots () Stop Senice

7 Remove Sarver

i Refresh

Wiew *

B v

The aslaciindl vitusl susching hisa f sragshats

Alteon VA (W) Tumm OF...

Crested: 10732017 104731 AN Chmbered: R e Sve
Motes:  lers Heartbeal: OF (Mo Sopleatec
H Paie

3. Connect to the server.
4. Run the New Virtual Machine Wizard.

This wizard helps you aeate a virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper-V Manager.

To create a virtual machine, do one of the following:

« Chick Firigh to create a virtual machine that is configured with default values,
= Chck Next to areate a virtual madhine with a asstom configuration.

["] Do niot show this page again

5. Click Next.
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H Specify Name and Location

Before You Begin Choose a name and location for this virtual madhine.

Spedfy Name and Lacatio The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easly
identify this virtual machine, such as the name of the guest operating system or workload,

Name:  |Alteon vl |

You can create a folder or use an axisting folder to store the virtual machine. If you don't select &
folder, the virtual machine is stored in the default folder configured for this server,

[] Store the virtual machine in a different location
Loction: [CProg amDataVacosoRVindows Hyper-1\

zhots of this virtual machine, select a location that has encugh free

hots indude virtual machine data and may require a lrge amount of space

[<erevis | | dext> || frsh || cwcel |

6. Enter a name for the virtual machine and click Next. You can keep the default location provided.

Specify the amount of memary to allocate to this virtual machine. You can spedfy an amount from 8
ME through 29734 MB. To improve performance, specify more than the minimum amount recommended
for the operating system.

Startup memory: lG-
[] use Dynamic Memory for this virtual machine,

o When you decide how muwch memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it wll run.

[ <previous | | mext> || Ensh || cance

7. Assign the startup memory to 2048 MB (minimum) and click Next.

Document ID: RDWR-ALOS-VA_1G1307 39



. . . .
Rzlifiware Atlteon.VA Installation and Maintenance Guide *r adware
Initial Configuration

Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
wirtual switch, or it can remain disconnected.

Connection: | Mot Connected
Mot Connected
chents

SErVErs

management

A virtual machine requires storage so that you can install an operating system. You can spedfy the
storage now or configure it later by modifying the virtual machine'’s properties.

(O Create a virtual hard disk
Use this option to create a dynamically expanding virtual hard disk with the default format (VHDX).
Mame: :Ahzun VA vhdx |
Location: |C:\Users\Public\Documents Hyperv\Virtual Hard Disks\ | Browse...
seer [ 127] 6B (Masimum: 64TB)

®) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: [£:\sers\Public\DocumentsiHyper-V\Virtual hard disks\alteon-29.0] | growse... |

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

| <previous | | dext> || Emsh || cance

9. Select Use an existing virtual hard disk.
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10. Click Browse and navigate to select the location of Alteon VA virtual hard disk.

11. Click Next to view a summary of the configuration of the virtual machine created.

ﬁ/ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine \Wizard. You are about to reate the
following virtual machine.

Specify Name and Location
Assign Memory

Configure Networking
Connect Virtual Hard Disk

Alteon VA
2048 MB
management

: Ci\Users\Public\Documents \Hyper-¥1\irtual hard disks\Alteon-29.0,0.0_VAQS3,vhd (VHD,

To create the virtual machine and dose the wizard, didk Finish,

12. Click Finish to close the wizard.

13. In the Hyper-V Manager, right-click the virtual machine that you created and select Settings.
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[Atteon va

2 Hardware

| Add Hacdware
1% B10s
Boot from CD
S Memory
2048 MB
@ B Processor
2 Virtual processors
= Bl IDE Controler 0
& Hard Drive
Alteon-29.0.0.0_VADS3.vhd
= Bl 1DE Controller 1
* DVD Drive
Mone
B sCsI Controler
# § Network Adapter
management

All services offered
% Snapshot File Location
C:'\ProgramData\Microsoftivin,..
B smart Paging Fie Location
C:\ProgramDataMicrosaft\win, ..
[P Automatic Start Action

Restart if previously running

You can modify the number of virtual processors based on the number of processors on
the phiysical computer. You can also modiffy other resource contral settings.

Resaurce control
You can use resource controls to balance resources amang virtual machines.

Virtual machine reserve (percentage): Ij,
Percent of total system resources: I:I:
Virtual machine kit (percentage):
Percent of total system resources: 25i

Relative weight:

14. Select Processor and set the number of virtual processors to 2.

42
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| Alteon VA v 4 »IQ

& Hardware ~ | ¥l AddHardware
*ﬂ[ Add Hardware
& BIOS ‘You can use this setting to add devices to your virtual machine,
Baot from CD Select the devices you want to add and dlid the Add button,
W Mesnary SCSI Controller
2055 Mo Mebwork Adapber
# [ Processor Legacy Netwark Adzpter
2 Virtual processors Fibre Chanel Adapter
= i IDE Controfier 0 Ramobery 30 Video Adapter
a Hard Drive S
Alteon-29.0.0.0_VADE3.vhd
= B IDE Controller 1
&4 DVD Drive A network adapter requires drivers that are installed when you install integration
Nane services in the guest operating system.

B8 SCSI Controler
U meetwork Adapter |
maragement =
¥ coM1
None
W oomz
Mone
|d Diskette Drive
Mone
% Management
I Mame
Alteon WA
| Integration Services
All services offered
. Snapshot File Location
C:\ProgramData'MicrosoftiWin..,
23 =mart Paging File Location
C:\ProgramDataMicrosoftiin... —
[ Automatic Start Action
Restart if praviously rumning

15. Select Add Hardware and select Network Adapter from the drop-down list.
16. Click Add.

17. Select a second separate virtual switch (for example, clients) and click Apply.
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| Alteon VA

v 4 » G

& Hardware -~

nFronuaot

= Bl IDE Controller 0

= Wil IDE Controller 1

@ § Mebwork Adapter

® U Hetwork Adapter

% Management

1 Add Hardware
& Blos
Boat from CD

B Memary
2043 MB

2 Virtual processors

# Hard Drive
Alteon-29.0,0.0_VADEI.vhd

£ % DVD Drive
MNone

5 5CS1 Controller
management

clients
oM

Mone
¥ com2
Mone
I Diskene Orve

MNone

1] Name
Alteon VA
-] Integration Services
All services offered
7. Snapshot File Location
C:'\ProgramDatascrosoftWin...
23 smart Paging File Location
C:'ProgramData'McrosoftiWin... [

s

& Network Adapter
Spedify the configuration of the network adapter or remave the network adapter.

To leave the minmum of masximum uwestn

To remove the network adapter from this virtual machine, dick Remove.

i} Use alegacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system,

18. Similarly, select Add Hardware > Network Adapter and select a third separate virtual switch

and click Apply.

19. For the Network Adapter-management, select Advanced Features.
20. Set the MAC Address policy to Static and enter the MAC address.
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@ Settings for Alteon-29.0.0.0_00¢ on HYPERV2012 [=1° .
Alrean- 200,00 e - 4 b |G
% Hardware ~ | Advanced Festures
91 AddHardware
4 BIOS MAC sddress
. Famory (® =
# [@) Processer [00]-[15]-[s0]-[¢4 ]-[1e ]-[12]
= B 1DE Cortrelsr 0 AL address spoofing alows virtusl machines to change the source MAC
address in oubgong packets Lo one Ehat is nok assigned b thees,
& Hard Drire
. Enable MAC address spoofing
= B D€ Controller |
L4 DVD Cvive DHIOP Gusrd
5 -] DHCF guard drops DHCP server messages from unasuthorized virtual machines
2] 5051 Controller pretending 1o be DHOP servers. s
5§ Metwork Adagter ] Enable DHCP guard
Hardware Acceleration
Advanced Features Rnicnr e,
work: Adaphes Router guard drops rouber advertisement and redeection messages from
By e unauthorized virtual machines pretending to be routers.
£ § Metveork Adapher [ | Enssbie ronter achvertisement guard
L]
;oM L]
¥ Port mirroring allows the network traffic of 2 virtual machine ta be monkored by
T oomz CopyiIng Incoming and outgoing packets and Forearding the copees to another
B wirtual machine configuned for monttoring,
H Wm Dutre Mirroring mode: Mone w |
& Management
Bisme MIC Teaming
'Y 3 Yiou can establich NIC Teamirs in the guest opsrating system bo aggregate
o bandvwidh and provide redundancy, Thes i useful f teaming i not configuned in
) I.n!eg'mlSefwe-s = the managemant oparsking syshem, 3
ok | [ cod ][ serkr

21. Similarly, for each network interface as required, set the MAC Address policy to Static and enter
the MAC address.

22. You can now run the Alteon VA Virtual Machine.

Initial Deployment of Alteon VA

After installing the Radware package, you must now deploy the Alteon VA for the appropriate
environment, as follows:

= Deploying Alteon VA for VMware Only, page 45.

< Deploying Alteon VA for All Environments, page 46.

-

Note: Accessing Alteon VA via the console using a Japanese language keyboard layout may not
work properly. In such a case you can access using SSH or Telnet.

Deploying Alteon VA for VMware Only

rﬁeﬁuj
To deploy Alteon VA for VMware
1. Login to the vSphere client interface.

2. From the Home = Inventory drop-down menu, select Templates and VMs.

3. Right-click the desired Alteon VA from the list, and then select Open Console.
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[ Alteon VA on 10.210.2.1

Fle View ¥M

murBe 0GR
Rebooted because of unknown reason.

Booting complete 6:59:32 Mon Nov B8, 2818:
Uersion 27.8.8 from FLASH imageB, unknown config block.

URAM config block choice not set: using factory default config.

nter password:
ov 8 6:99:32 NOTICE mgmt: Image version 27.8.8.8

ov 8 6:59:3Z WARNING appsvc: SSL Acceleration chip is wnot available in the de

and was not detected during boot-up
host key is being generated...

6:59:33 NOTICE system: link up on port 1
6:59:33 NOTICE system: link up on port 2

6:59:34 NOTICE ip: Management interface parameters updated by DHCP
. The new management IP address is 1B8.218.Z2468.161

6:59:34 NOTICE system: link up on management port

6:59:34 NOTICE 1ip: management port default gateway 18.218.1.1 operation

Note: To exit the console, release the cursor and click CTRL+ALT.

Deploying Alteon VA for All Environments

P

()

Tl

To deploy Alteon VA for all environments

1. To get the management IP address, do one of the following:

— In the vSphere interface, click the Summary tab of your defined Alteon VA to view the IP
address of the management network.

— In the Alteon VA console, enter /info/sys/mgmt.

2. To disable the DHCP, enter /cfg/sys/mmgmt/dhcp disable, and configure the management
network manually using the CLI as follows:

a. To configure the IP address, enter /cfg/sys/mmgmt/addr ip address
b. To configure the mask, enter /cfg/sys/mmgmt/mask mask
c. To configure the gateway, enter cfg/sys/mmgmt/gw default gw
d. To enable the configuration, enter /cfg/sys/mmgmt/ena
3. Enable the management interface access, as follows:
— To configure Telnet, enter /cfg/sys/access/tnet e
— To configure SSH, enter /cfg/sys/access/ssh/on
— To configure HTTPS, enter /cfg/sys/access/https/e
4. To apply the configuration, enter apply.
5. To save the configuration, enter save.

For more information on configuring Alteon VA, see the Alteon Application Switch Operating System
Application Guide.

Further configuration of Alteon VA can be performed through one of the management interfaces.
Once the license is set and the IP addresses have been configured on the data ports, Alteon VA is
able to receive configurations through the data ports.
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Obtaining and Installing a Permanent License for Alteon VA

Alteon VA license options include 200 Mbps, 500 Mbps and 1 Gbps throughput licenses with 1 Mbps
license for development, testing and staging environments.

Note: Radware offers a 30-day free trial version of the Alteon VA including all the features and
capabilities of the licensed version. You can download the trial version at:
htp://www.redhatmarketplace.com.

By the end of the evaluation period, you have to purchase Alteon VA and install a permanent license
to continue using it.

Qv

Tl

To obtain and install a permanent license

1. To obtain a permanent license, you have to provide the VM MAC address to Radware Technical
Support.
To get the VM MAC address, enter Zoper/swkey in the CLI.
After receiving the license, enter the CLI command /Zoper/swkey license_string, where

license_string is the license provided to you by Radware Technical Support. A confirmation
message is displayed when the license installation is complete.

This procedure gives you perpetual use of Alteon VA. If you purchased a 200 Mbps, 500 Mbps, or 1
Gbps throughput license, you also must install it using the Zoper/swkey command.

Note: When deploying a VM from a snapshot, the MAC address of the virtual machine changes and
the license becomes invalid. In order for the VA to operate properly, you must either get a new VA
license with the new MAC address or manually set the old MAC address on the new VM.
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Chapter 4 — Maintenance and Software Upgrade

This chapter describes how to maintain and upgrade your Alteon platform and how to upgrade your
licenses, It includes the following topics:

< Managing Configuration Files, page 49

< Upgrading the Alteon Application Switch, page 49

= Licensing Mechanism, page 52

-

Note: For more information on licenses, contact Radware Technical Support.

Managing Configuration Files

To ensure off-device configuration backup, you should always save existing configurations of each
Alteon platform. It is advised to save configurations periodically on the physical platform.

For information on managing the configuration files, see the Alteon Application Switch Operating
System Command Reference.

Upgrading the Alteon Application Switch

You can upgrade your Alteon platform with newer software releases from Radware. Your
maintenance contract determines whether you are entitled to new software versions with new
features or only maintenance versions.

Check with Radware Technical Support for version availability before performing software download
or upgrade.

-

Notes

= Alteon VA installation and upgrade up to version 30.0 requires a minimum 2 GB memory

= Alteon VA installation and upgrade to version 30.0.1 and up requires a minimum 3 GB memory
= Alteon VA upgrades from versions earlier than 29.5 is not supported due to kernel changes.

Before you can upgrade the platform, you first need to download the new software image file.

Downloading the Software Image File

You can download the software image from the Radware website:

http://portals.radware.com/Customer/Home/Downloads/Application-Delivery-Load-Balancing/
?Product=Alteon

Select the Download Software icon for the product version and platform you want to upgrade.

Make this file available on the host and run FTP/TFTP/SCP server for the directory where the Alteon
software is located.

The image filename is in the following format (depending on platform/version):

= Alteon-(VX-)<version>-<platform>.img
Example: Alteon-29.4.0.0-10000.img

AlteonOS-<versions>-<platforms (-VX) (-ADC) .img
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= Examples:
— Alteon0S-29.4.0.0-4416.img
— Alteon0S-29.4.0.0-6000.img
— Alteon0S-29.4.0.0-6000-VX.img
— Alteon0S-29.4.0.0-6000-ADC.img

An upgrade password is required when you upgrade to a higher major version, identified by the two
left-most numbers. For example, an upgrade from 29.0.x to 29.3.x.

You must obtain this password before you load the upgrade file onto the Alteon platform. If you do
not supply the correct password during the upgrade process, you cannot upgrade, Alteon aborts the
upgrade process, and reverts to the installed version of software.

You can obtain this password from the Radware corporate Web site at:
http://portals.radware.com/Customer/Home/Tools/Password-Generator/

The upgrade password is based on the base MAC address (of the first interface) of your platform and
on the version software file size.

An upgrade to a minor version (for example, from 29.3.1.0 to 29.3.2.0) does not require a
password.

Upgrading the Alteon

An upgrade enables the new features and functions on the platform without altering the existing
configuration. In exceptional circumstances, new firmware versions are incompatible with legacy
configuration files from earlier versions. This most often occurs when you attempt to upgrade from
very old firmware to the most recently available version.

Notes

= Radware recommends saving the existing configuration before upgrading.
< Disable session mirroring before upgrading.

= Perform any required configuration changes before upgrading.

Qu

L]

To upgrade the Alteon software version

1. Save the configuration of the main (primary) and backup (secondary) platforms and upload
them to the server.

Use the all option to ensure the configuration includes all vADCs.
Supply a passkey to include all private keys needed for a full configuration backup.

Note: This full configuration backup will be needed in case of a future downgrade.

2. Load the new software to the backup platform.

Enter the command /boot/gtimg

Note: For more information on the upgrade command and options, see the Alteon Application
Switch Operating System Command Reference.

3. Disable all data ports on the backup platform.

Enter the command /Zcfg/port x/dis
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Apply and save the configuration.

Note: Alternatively, you can disable the data ports on the platform that they are connected to.

4. Upgrade the backup platform to the new image.
Enter the command /boot/image

5. Enable all data ports on the backup platform.
Enter the command /cfg/port x/ena
Apply and save the configuration.

Note: If you disabled the data ports, enable them.

Verify that VRRP status changed to backup.

Perform failover to the backup platform by disabling all the data ports of the master platform (as
step 3 above). Ensure that a VRRP failover was activated by verifying that the secondary
platform VRRP status is now master/active.

8. Load new software to the main platform.

9. When the system reboots, the upgrade of the main platform to the new software release starts.
10. Once the upgrade procedure finishes and the Alteon promt displays, log into the system.

11. Enable all data ports on the main platform.

12. Return to the main platform if needed.

Notes

= Due to changes in the configuration file structure to support new features and update current
ones, after the upgrade it is possible that the diff or diff flash will not be empty. To fix this, you
must apply and save the entire configuration file. If no change was performed to the
configuration (that is, the diff is empty), perform any change in the configuration and perform
the apply and save (for example perform the command /cfg/sys/idle X/apply/save).

= When you install a new software image on hardware platforms, the currently loaded BIOS is
updated if it does not match the new BIOS. If you are instructed by Radware Technical Support
to do so, you can force the BIOS installation even if the version remains unchanged, using the
following syntax: /boot/image imagel |image2 -f£

Downgrading the Alteon (Rollback)

Note: Before performing upgrade, back up your current configuration. In case of version rollback,
after the downgrade, boot Alteon from the factory configuration and manually upload the saved
configuration.

Validation is performed on saved configurations. Upon downgrade, parameters that were changed
and/or added since the previous version may not be supported and you may experience unapplied
configuration parameters.

When downgrading to a version earlier than 28.1.5.0 (29.4.0.0 for Alteon 10000) the configuration
is restored to the factory default, preserving the IPv4 management interface access. Therefore,
Radware recommends saving the configuration and reload it after the rollback.
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Notes

= When downgrading an ADC-VX system to a version that does not support ADC-VX, Alteon does
not boot and you must set the VADC version using the command /boot/image adc.

= Due to changes in the configuration file structure to support new features or change of existing
ones, after the downgrade it is possible that the diff or diff flash will not be empty. To fix this,
you must apply and save the entire configuration file. If no change was performed to the
configuration (that is, the diff is empty), perform any change in the configuration and perform
the apply and save (for example perform the command /cfg/sys/idle X/apply/save).

Licensing Mechanism

The Radware licensing mechanism is designed to provide an easy path for adding product
capabilities and scaling up capacity after the initial product purchase, without service interruption.
There is no need for Alteon platform replacement or even reboot.

A Radware license is based on the MAC address of the Alteon platform and is a one-time license;
once a license is changed, the old license key cannot be re-used.

There are two types of licenses: capabilities license and capacity licenses.

Capabilities License

This license is available on all platforms and allows customers to add product-specific capabilities.

This license is accumulative - it can enable multiple license-based capabilities (features). When you
purchase subsequent features, the permanent license string is modified to include the new
supported features.

The licensed capabilities include:

= slb—Basic Load Balancing (always present - provided by default)
= cookie—Cookie Persistency

= global—Global Server Load Balancing

= |lb—Inbound Link Load Balancing

= bwm—Bandwidth Management

= ados—Advanced Denial of Service (ADoS) Protection

= itm—Bandwidth Management plus Security

The capabilities license string that you get from Radware Technical Support has the following
syntax:

aas-slb- [<featurel>-<feature2>-<featureN>-password

where

= featurel through featureN are strings separately representing licensed Alteon features.
= password is a generated string based on the Base MAC address of the platform.

Capacity Licenses

These licenses define the capacity levels enabled on the Alteon platform and allow for smooth on-
demand capacity scalability, by installing new software keys on the Alteon platform.
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Capacity levels are monitored and alerts can be sent to the console, Telnet and SSH interfaces and
Syslog servers when a configured threshold is passed or a capacity level is reached, thus advising
when capacity increase is required. For more information, see the /cfg/sys/alerts menu in the
Alteon Application Switch Operating Systemm Command Reference.

The capacity license string that you get from Radware Technical Support has the following syntax:
<capacity type>-<capacity level>-password

where

= capacity type is the capacity type enabled by the license.

= capacity level is the capacity level enabled by the license.

= password is a generated string based on the Base MAC address of the platform.

The following types of capacity licenses are available on Alteon platforms:
= Throughput License

The throughput license determines the maximum throughput allowed, measured as total
outbound throughput via all data ports and enables throughput capacity upgrade.

License string: <throughput level>-password
= SSL License

The SSL license controls the number of new SSL connections per second (new SSL handshakes)
that Alteon can process and enables SSL offload capacity upgrade.

License string: aas-ssl-<SSL CPS level>-password
< Compression Throughput License

The Compression Throughput license defines the HTTP compression capacity level and enables
capacity upgrade (compression throughput in Mbps).

License string: aas-compression-<compression throughput level>-password
< Alteon FastView License

The FastView license defines the throughput level optimized using FastView and enables capacity
upgrade (throughput in Mbps).

License string: aas-fastview-<fastview throughput level>-password

Notes
— The FastView license includes a compression license matching the FastView license capacity.

— The capacity of the FastView license must be equal to, or greater than, the capacity of the
Alteon throughput license. Upgrade the FastView capacity license before you upgrade the
Alteon throughput license.

< Alteon APM License

This license defines the Application Performance Monitoring capacity level and enables capacity
upgrade (sampled pages per minute).

License string: aas-apm-<Pages per Minute level>-password

Time-Based License

A time-based license includes a start date and an end date. The license takes effect only within the
time frame of the license, from 00:00 on the start date until 23:59 on the end date.

A license can have a future start date in the following cases:

= There is no previous active license for that capability.

= There is a previous active license that expires at a maximum of one day before the new license
starts (new-license-start-date is equal to or earlier than old-license-end-date+1).
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Expiration warnings (console, syslog, SNMP traps) are issued 30 days, 15 days, 10 days, 5 days, 4
days, 3 days, 2 days, and 1 day before the license expires and each day after expiration.

A grace period is given after the expiration date. When the grace period passes, the capability is
deactivated and an error is issued . The license will appear as Expired.

If you have a time-based throughput license, when the license expires the throughput is reset to
default.

Time-based licenses are implemented for:

- APM
License string—aas-apm-<apm levels>-<start date>-<end date>

When the APM license expires, the APM script injection performed by the Alteon Proxy stops and
APM-related script is not performed.

= FastView
License string:
(version 30.0) aas-fv-<fv level>-<start date>-<end date>
(version 30.1) aas-fastview-<start date>-<end date>
and aas-fastview+-<start date>-<end dates>

When the FastView license expires, the Alteon Proxy stops accelerating traffic.

Time-Based License Install Scenarios (Examples)

= Alteon has active license apm-100-01mar2013-28feb2014, and on 1 January, 2014 license
apm-100-01mar2014-28feb2015 is installed.
Behavior: The APM capability becomes active until 28 February, 2015 and is reported as
Expired on 28 February, 2015.

= Alteon has active license apm-100-01mar2013-28feb2014, and on 1 January, 2014 license
apm-100-01feb2014-31jan2015 is installed.
Behavior: The APM capability becomes active until 31 January, 2015 and is reported as Expired
on 31 January, 2015.

= Alteon has active license apm-100-01mar2013-28feb2014, and on 1 January, 2014 license
apm-500-01feb2014-31jan2015 is installed.
Behavior: The APM capability becomes active until 31 January, 2015, but from 1 February, 2014
it allows for 500 PPM. It is reported as Expired on 31 January, 2015, but until 1 February, 2014
it is reported as APM 100 PgPM, and then as APM 500 PgPM.

= Alteon has active license apm-100-01mar2013-28feb2014, and on 1 January, 2014 license
apm-100-01jun2014-31may2015 is installed.
Behavior: The license is not accepted and generates the following message: "This license cannot
be accepted at this time. Please try again after <current active end date>".

= Alteon has an expired license or no license installed and on 1 January, 2014 license apm-100-
01feb2014-31jan2015 is installed.
Behavior: The APM capability becomes active on 1 February, 2014 at 00:00. The status reported
before that date is Pending to start on 1 February, 2014, and from 1 February the status is
Expired on 31 January, 2015.

= Alteon has an expired license or no license installed and on 1 February, 2014 license apm-100-
01jan2014-31dec2015 is installed.
Behavior: The APM capability becomes active immediately.

Temporary Evaluation License

Radware provides a temporary license for new features that you want to evaluate after you have
upgraded to a new version of Alteon and have installed at least one permanent license. A temporary
evaluation license lasts for 30 days, and is disabled after that period if you do not upgrade it to be
included as part of your permanent license. The license expiration timer is based on the Alteon
platform uptime and not calendar days. To obtain a temporary evaluation license, contact Radware
Technical Support.
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The same command can be used for installing permanent and evaluation licenses.

New License Installation

To install a new license, enter the Zoper/swkey command, and enter the license key provided to
you by Radware Technical support.

Checking License Status

You can view license information using the Zinfo/swkey command. The following are examples of
the displayed information for the different types of Alteon platforms:

Figure 2: Standalone License Information

>> Standalone ADC - Information# swkey

Feature License: aas-slb-Fwheyia9

Throughput License: 20Gbps-1B23yfHp

SSL License: aas-ssl-1000-k5PCAbdA6
Compression License: aas-compression-100-Zu3Xyala
FastView License: aas-fv-600-01APR2013-30MAR2014-vQlLmjdB
APM License: aas-apm-100-01APR2013-30MAR2014-vQlLmjdB
AppWall License: aas-appwall-HMIN1u8
Authentication License: Default

Software feature Status

itm Permanent

GSLB Temporary, 23 days left

bwm Permanent

11b Expired

cookie Permanent

appwall Permanent

Capacity License License Peak Usage Current Usage
Throughput 8Gbps 4.39 Kbps 1.33 Kbps

SSL 1000 CPS 0 CPS 0 CPS
Compression Unlimited 0 Mbps 0 Mbps
FastView 0 PgPS 0 PgPS

APM 10 PgPM 0 PgPM

Authentication 1000 Users 1000 Users
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Figure 3:  ADC-VX, Global Administrator License Information
ADC-VX - Information# swkey
Feature License: aas-cookie-ESRV-10-K6P1U4w3
vADC License: aas-vadc-3-xAhIwQNO
Throughput License: 8Gbps-f2RyyPLF
SSL License: aas-ssl-Unlimited-1skGUB23
Compression License: Default
FastView License: aas-fv-100-16APR2014-23MAY2112-60Jp2AFL
APM License: Default
AppWall License: aas-appwall-HMIN1u8
Authentication License: Default
Software featureStatus
fastview Expires on 23/5/2112
slb Permanent
services Permanent
cookie Permanent
Capacity License License Peak Usage Current Usage Status
Throughput 2Gbps 5.33 Mbps 1.2 Kbps Permanent
SSL 500 CPS 0 CPS 0 CPS
Compression Unlimited 0 Mbps 0 Mbps
FastView 100 PgPM 3 PgPM 0 PgPM
APM 10 PgPM 0 PgPM 0 PgPM
Capacity License License Allocated
Services 10 0
VADC 2 2
Throughput 8.00 Gbps 1.4 Gbps
SSL unlimited unlimited
Compression 1000 Mbps 100 Mbps
APM 1000 PgPM 0 PgPM
vADC Thrput <Mbps> SSL <CPS> Compression <Mbps> APM <PgPM> Features
1 700 0 50 0
2 700 500 50 0
Figure 4:  ADC-VX, vVADC Administrator License Information
VvADC 2 - Information# swkey
Software feature Status
slb ENA
cookie ENA
Capacity License License Peak Usage Current Usage
Throughput 700Mbps 0 bps 0 bps
SSL 500 CPS 0 CPS 0 CPS
Compression 50 Mbps 0 Mbps 0 Mbps
APM 0 PgPM 0 PgPM 0 PgPM
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Chapter 5 — System Recovery

This chapter contains the following:
= Alteon VA Recovery and License Migration Procedure, page 57

= Recovery and License Migration Procedure for Alteon VA over VMware vSphere (ESX)
Hypervisor, page 57

= Recovery and License Migration Procedure for Alteon VA over KVM Hypervisor, page 59

= Recovery and License Migration Procedure for Alteon VA over KVM (REHV Environment)
Hypervisor, page 62

= Recovery and License Migration Procedure for Alteon VA over Microsoft Hyper-V Hypervisor,
page 64

Alteon VA Recovery and License Migration Procedure

Creating a new VM machine to replace a failed machine (recovery procedure) requires the re-
installation of the VA licenses. Since the Alteon licenses are dependent on the virtual MAC address
assigned to the original VA, in order to use the same licenses, the new VA has to have the same MAC
address as the original VA. Otherwise, the new VA will need new licenses.

In order to migrate the VA licenses to the new machine, it is crucial that a list of license strings and
MAC address should be maintain for each VA, since in case of disaster, the VA licenses and MAC
addresses may not be otherwise available.

This section describes the procedure for migrating existing VA licenses to a newly installed machine
and the Alteon VA recovery procedure in case of disaster recovery.

This procedure is detailed for the following hypervisor types:
< VMware vSphere (ESX)

e KVM

< Microsoft Hyper-V Server

-

Note: Do not start the appliance before the procedure is completed. If the appliance is started
before the Linux UDEV subsystem recognizes the new MAC addresses and creates a new rule file,
should you later change the MAC addresses and start the system again, the UDEV will add the new
MAC addresses to the rule file. The new NICs will receive non-acceptable names - eth4, eth5, and
eth6.

Recovery and License Migration Procedure for Alteon VA over VMware
vSphere (ESX) Hypervisor

This section describes the recovery and licensing procedures for the Alteon VA running on a VMware
vSphere (ESX) Hypervisor.
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Retrieving Current MAC Addresses

a8

To retrieve the current MAC addresses of a running Alteon

1. Log in to the vSphere using vSphere client.

2. Right-click the running Alteon VA appliance and select Edit Settings.

3. In the Hardware tab, there is a list of the available virtual hardware.
Alteon is equipped with three vNICs.

4. Click on Network adapter 1 and the issued MAC addresses displays, as shown in the figure

below.

) Alteon-29.0.0.0_VAD9S - Virtual Machine Properties
Hardare ]Obunnsl Resources |

1~ Device Status

™ show Al Devices Add... Remave |
Hardware | Summary [
W& Memory 2048 MB

| crus 2

B video card Video card

&= VMCIdevice Restricted

e SCSI controller 0 LSI LogicParallel

= Hard disk1 Virtual Disk

EJ Network adapter1 VM Network |
B Metwork adapter2 Clients

B Network adapter3 Servers

=18ix

Virtual Machine Version: 7

W Connected
W Connect at power on

— Adapter Type

Current adapher: VIMDNET 3

-MAC Address

—DirectPath 1/O
Status: Inactive @

—Network Connection
Nebwork label:

WM Netvork =] |

5. Similarly, you can retrieve the MAC addresses for Network adapters 2 and 3.

Recovery Procedure

Once you have the original MAC addresses recorded, you can perform the following recovery
procedure which creates a new VM machine to replace a failed machine. This recovery procedure
includes the re-installation of the VA licenses.

&

To perform VA system recovery

1. In the Deploy OVF Template pane, deploy the Alteon VA appliance.

2. When the deployment procedure is completed, (do not power on the appliance yet) right-click on

the Alteon VA appliance and select Edit Settings.

3. In the Hardware tab, select Network adapter 1 and set the MAC Address policy to Manual.

58
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122 Alteon-29.0.0.0_VAD95 - Virtual Machine Properties =100x]
Hardware |Op=nrs | Resources | Virtual Machine Yersion: 7
Device Status
™ Show Al Devices Add.., I Remave I [~ Connected
Hardware | Summary [ | ¥ Connectatpoweron
Bl Memory 2048 MB  Adapster Tyoe
@ crus 2
B3 video card Video card s e i
= VMCldevice Restricted
0 SCSI controller 0 LSI Logic Parallel
& Hard disk 1 Virtual Disk
B3 Network adapter 1 (edite.. VM Network " Automatic (* Manual
BB WNetwork adapter2 Clients
BB Network adapter3 Servers ~DirectPath 1f0 |
Status: Inactive @ |
Network Connection
Metwork [abel:
I..'-1 MNetwork :J

Enter the original MAC address for Network adapter 1.
Similarly, change the MAC address for network adapters 2 and 3.
Click OK.

Boot up the appliance.

® N o o b

For each VA, re-install the original licenses by running the command:

/oper/swkey [license-key]

Recovery and License Migration Procedure for Alteon VA over KVM
Hypervisor

This section details the recovery and licensing procedures for the Alteon VA running on a KVM
Hypervisor.

Recovery Procedure

Once you have the original MAC addresses recorded, you can perform the following recovery
procedure which creates a new VM machine to replace a failed machine. This recovery procedure
includes the re-installation of the VA licenses.

-

Note: Each VA on the new installed machine has to have the exact addresses for each interface as
the original VA (i.e. mmgt to mmgt, datal to datal and data2 to data2).

Qw)

élﬁjr

To perform VA system recovery
1. Install a new machine.

The VMs on the new machine must be identical to the original machine.

2. Edit the KVM domain (VM) XML definition file to change the MAC addresses of the VAs to the
original MAC addresses. Enter the command: virsh edit <domain name>
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In the following file example, the MAC addresses for each interface are bolded:

<domain type='kvm' id='1l'>
<names>Alteon-28-1-8-10</name>
<uuid>b0£f72715-e5ba-cb99-e97e-c0fd4celfa842</uuids>
<memory unit='KiB'>2118656</memory>
<currentMemory unit='KiB'>2118656</currentMemory>
<vcpu placement='static'>2</vcpu>
<os>
<type arch='x86 64' machine='rhel6.3.0'>hvm</type>
<boot dev='hd'/>
</os>
<features>
<acpi/>
<apic/>
<pae/>
</featuress>
<clock offset='utc'/>
<on_poweroff>destroy</on poweroffs>
<on_reboot>restart</on_ rebootx>
<on_crashsrestart</on crashs>
<devices>
<emulators/usr/libexec/gemu-kvm</emulators>
<disk type='file' device='disk'>
<driver name='gemu' type='raw' cache='writeback'/>
<gsource file='/var/lib/libvirt/images/Alteon-28-1-8-10"'/>
<target dev='vda' bus='virtio'/>
<alias name='virtio-diskO0'/>
<address type='pci' domain='0x0000' bus='0x00' slot='0x05' function='0x0'/>
</disk>
<controller type='ide' index='0'>
<alias name='ide0O'/>
<address type='pci' domain='0x0000' bus='0x00' slot='0x01' function='0x1'/>
</controller>
<controller type='usb' index='0'>
<alias name='usb0'/>
<address type='pci' domain='0x0000' bus='0x00' slot='0x01' function='0x2"'/>
</controllers
<interface type='bridge's>
<mac address='52:54:00:5d4:08:a7"'/>
<source bridge='mngmnt'/>
<target dev='vnet0'/>
<model type='virtio'/>
<alias name='net0'/>
<address type='pci' domain='0x0000' bus='0x00' slot='0x03' function='0x0'/>
</interfaces>
<interface type='bridge's>
<mac address='52:54:00:£f:69:3e'/>
<source bridge='clients'/>
<target dev='vnetl'/>
<model type='virtio'/>
<alias name='netl'/>
<address type='pci' domain='0x0000' bus='0x00' slot='0x04"' function='0x0'/>
</interfaces>
<interface type='bridge's>
<mac address='52:54:00:0c:de:fb'/>
<source bridge='servers'/>
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<target dev='vnet2'/>
<model type='virtio'/>
<alias name='net2'/>
<address type='pci' domain='0x0000' bus='0x00' slot='0x07' function='0x0'/>
</interfaces>
<serial type='pty's>
<source path='/dev/pts/1'/>
<target port='0'/>
<alias name='sgerialO'/>
</serial>
<console type='pty' tty='/dev/pts/1l'>
<source path='/dev/pts/1'/>
<target type='serial' port='0'/>
<alias name='serialO'/>
</console>
<input type='mouse' bus='ps2'/>
<graphics type='vnc' port='5900' autoport='yes'/>
<video>
<model type='cirrus' vram='9216' heads='1'/>
<alias name='videoO'/>
<address type='pci' domain='0x0000' bus='0x00' slot='0x02' function='0x0"'/>
</video>
<memballoon model='virtio's>
<alias name='balloon0'/>
<address type='pci' domain='0x0000' bus='0x00' slot='0x06' function='0x0'/>
</memballoons>
</devices>
<seclabel type='none'/>
</domain>
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Throughput License:
Permanent License:

8Gbps
aas-cookie-ESRV-28-MXRxnVDz

vADC License: aas-vadc-3-xAhIwQNO

Allocated Capacity units:

10(28)

Available system Throughput: 19.80G

Software feature Status

slb Permanent

GSLB Temporary, 23 days left

bwm Permanent

11b Expired

Services (1/28) Permanent

vadc (1/3) Permanent

throughput 8Gbps

vADC Thrput (Mb) SSL Compression Features

28 200 0 0 global, bwm
Capacity License License Peak Usage Current Usage
Throughput 200 Mbps 13.07 Mbps 4.10 Kbps
SSL 5000 CPS 2 CPS 2 CPS
Compression 500 Mbps 2 Mbps 2 Mbps

License strings:

Software features:

aas-slb-11b-4UplgjTh

Throughput: 8Gbps-3ftw2evz
SSL: Default
Compression: Default

3. For each VA, re-install the original licenses by running the command:

/oper/swkey [license-keyl]

Recovery and License Migration Procedure for Alteon VA over KVM
(REHV Environment) Hypervisor

This section details the recovery and licensing procedures for the Alteon VA running on a KVM (REHV
Environment) Hypervisor.

Retrieving Current MAC Addresses

<(>'C|J‘:
LTl

To retrieve the current MAC addresses of a running Alteon

1. Log in to the RHEV-M host using an administrative account.
2. In the main window,

click on the relevant appliance.

3. In the Network Interfaces tab, the issued MAC addresses can be seen, as shown in the figure

below.
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Data Centers Clusters Hosts Storage Virtual Machines Pools Templates Users
New Server | New Desicng | | Sdt| Remowe| | P |= Maios Template | | | Sxport| | Move | | | & Guide Me| | Assign tags |
Hame Cluster Host 1P Address Memory CPU Metwork  Display
] Altecn-28-1-2-0 &= 15CSI-cluster 0% % 0%
] Alteon-28-1-2-0_VA038 &=  1SCSI-cluster % 0% e
] Altgon-28-1-2-2 &= 15CSI-cluster % % 0%
] Alteon-28-1-5-0_VAO27 &= 1SCSI-cluster % % 0%
L Alteon-28-1-5-0_VA036 &=  I5CSI-cluster ™ % %
Datal
Management
General  [Network Tnt es! Virtual Disks  Snapshots  Applications  Permission
New|
Mame Network Name Type MAC Drops Fatsy
etho rhevm Red Hat Vi 00:lac4a:ch:B0:07 Q
ethl clients Red Hat Vi 00:la:4a:ch:B80:08 1000 <1 =1 Q
eth2 servers Red Hat Vi 00:la:dacchiB0:0 1000 =1 =1 1]
Data2

Recovery Procedure

Once you have the original MAC addresses recorded, you can perform the following recovery

procedure which creates a new VM machine
includes the re-installation of the VA license

&

To perform VA system recovery

to replace a failed machine. This recovery procedure
S.

1. Log in to the RHEV-M host using an administrative account.

2.

In the main window, click on the relevant appliance.

In the Network Interfaces tab, right-click on the network interface row and select Edit.

General Hetwork Interfaces Virtual Disks Snapshots Applications Permissions
New| £t Renove|
Name Network Name Type MAC Speeduops)  RXquops  Txjuops)  Drops jests)
ethD rhevm Red HatVi 00:1a:4a:cb:80:07 1000 e =1 0
ethl clients Red Hat Vi 00:la:da:cb:80:08 1000 ::: <1 ]
eth2 SETVErS Red Hat Vi 00:1a:4a:cb:80:09 1000  Rpemove <1 0

In the Edit Network Interface window, select Specify custom MAC address and enter the
original MAC address.

Document ID: RDWR-ALOS-VA_1G1307

63



1 i H (1]
Radware Alteon VA Installation and Maintenance Guide : radware
System Recovery

®» N o«

Edit Network Interface @
Name: eth0
Network:  rhevm b
Type: Red Hat Virti0 v

[ Iv Specify custom MAC address}
00:1a3:4a:cb:80:07

OK Cancel

Click OK.

Similarly, change the MAC address for each network interface.

Boot up the appliance.

For each VA, re-install the original licenses by running the command:

/oper/swkey [license-keyl]

Recovery and License Migration Procedure for Alteon VA over Microsoft
Hyper-V Hypervisor

This section details the recovery and licensing procedures for the Alteon VA running on a Microsoft
Hyper-V Hypervisor.

Retrieving Current MAC Addresses

<;>'\ )
ézt}jr

To retrieve the current MAC addresses of a running Alteon

1.

2
3.
4

Log in to the Hyper-V host or connect remotely over RDP.
Open the Hyper-V manager.
Choose the required appliance from the list of installed virtual machines.

Right-click on the row and select Settings.
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File Action View Help

< z(m Bm

Hyper-V Manager
Ha HyPERVIONZ

i Virtual Machines

ame i State
Alteon'VA

CPU Usage
Runring 1%

Aunrng
Aunring
Funring

Assigned Memony
2048 MB

Connect...

Settings... |
Tumn Off..

Shut Down...

Save

000 x
VAES_yar2_19_60
VAS4_Doron_19.80

Uptime
034214

&3z
BIE2%32

Status

Pause

| Snapshots Reset

Snapshot

Rename...
Enable Replication...

Help

ro snapshots,

5. In the Settings window, under Network Adaptor > Management, select the Advanced
Features option. The MAC address issued for the management interface displays.

| Blteon-25.0.0.0

& Hardware

Boct From CD
. Memory
2048 ME
% B Procose

= Il [DE Controder O

@ & Hetwork Adapter
chents
® § Network Adapter
SEFVETE
T coMi
Nare
TF comz
MNare
] oskette Orive
Fore
& Mana enk

2 Wirtual processors

[ oo]-15]-{s0|{e+ |-[18]-[13 J

address in outgoing packets to ons that i not assigned to them,

Cw Hard Drive
Aheone29,0.0,0_VA 109, vhd [] Enable MAC address spooling
= I IDE Conkrober 1
@ % OVD Drive DHCP guard
Here =1 MWWanmwmm =/
B 5051 Controdler | pratandng to be DHCP servers |
= U network Adapier [7] Enabbs DHCP guaed
Mahapsment
Hardware Acceherstion
Router guard

unauthorized wirtual machines pretending to be routers.
7] Enable router advertisemant guard

Port mErrorng

wirtual machine configured for
Mirroring mods:

1 Hame

25 Inkegration Services
All services offered

Alear-29.0,0.0_xx

NIC Teaming

the management operating system.

e ——

MAL sddress spoofing allows virtual machines to change the source MAC

Router guard drops router advertisement and redirection messages From

Part: mirronng allows the netwaork traffic of a virtual machne to be monkorsd by
mmmmmmmnmmmmm
monitoring.

You can establsh NIC Teaming in the guest operating system to aggregate
and provide redundancy, This is useful if teaming is not configured in

|»

6. Similarly, find the MAC addresses for each network adaptor interface as necessary.
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Recovery Procedure

Once you have the original MAC addresses recorded, you can perform the following recovery
procedure which creates a new VM machine to replace a failed machine. This recovery procedure
includes the re-installation of the VA licenses.

&

To perform VA system recovery

1. Log in to the Hyper-V host or connect remotely over RDP.

2. Open the Hyper-V manager.

3. Select the VM appliance from the list. Make sure the appliance is not running
4

Right-click on the row and select Settings.

i : Hyper-V Manager

File Action Miew Help
== 7 |m| Hi

33 Hyper-¥ Manager
Ha HyPERVEOTZ Virtual Machines

arme = Sate CPU Ussge Asigned Memory  Uptirie Sratus
Ason VA Furnirg 1% 2048 MB 034274
om0 fere  E—
VABE ya2 1960 Runserg [ E
VIAS4,_[isron_15_80 Furnng Settings... E1B2932

Turm O#f...

Shut Do, .

Swve
<

Pawse
Snapshots Reset

Srapihat oo srspehots

Maove...

Rename..,
Erable Replication...

Help

5. For Network Adapter-management, select Advanced Features.
6. Set the MAC Address policy to Static and enter the original MAC address.
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[mean-20.0.00 e

# [ Processer
2 Wbyl provessors
= I IDE Cortrolsr 0
& Hard Deive

= Bl 1D Controler |
4 OV Deive

B 5051 Controller
5 § Network Adapter
ariageaimen
Hardware Acceleration
Advanced Features.
& § Network Adsptes

Alteor-29,0,0,0_VALD. vhd

1 kG
% Hardware Advanced Fratures 1~
"7; Add Hardware
& 810 MAC address
Boct fram CD ) (Crynaamic
. Hemory ® Static
048 ME

[w]-[is]{= & ]-[1e]-[s3]

AL address spoofing alows virtusl machines to change the source MAC
address in oubgong pachets to one that & not sssgned to thes,

[ Enabls MAC address spocfing

CHIOP gasrd
mmmw;«wwmmwwm
pretending bo be DHCP servers. =
(] Enable DHCP guard

Router guard

Fouter guard drops router advertisement and redrection messages from

unauthorized virtual machines pretending to be routers.

[] Ensble rowtter achvertisement guard

L]

Port mirroring allows the network traffic of 2 virtual machine ta be monkored by
<mmwmmwwmmmwm

wirtual machine configuned for

Mirrering mede: lM:nu ~|

MEC Teaming

You can establish NIC T mmmmmm
humwprmmmm bemsnum?ﬁedh

w

the management opersting system,

loxlllc.wdllml

7. Similarly, change the MAC address for each network interface as required.

Click OK.

Boot up the appliance.

10. For each VA, re-install the original licenses by running the command:

/oper/swkey [license-key]
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By accepting this End User License Agreement (this “License Agreement”) you agree to be contacted
by Radware Ltd.'s (“Radware”) sales personnel.

If you would like to receive license rights different from the rights granted below or if you wish to
acquire warranty or support services beyond the scope provided herein (if any), please contact
Radware’s sales team.

THIS LICENSE AGREEMENT GOVERNS YOUR USE OF ANY SOFTWARE DEVELOPED AND/OR
DISTRIBUTED BY RADWARE AND ANY UPGRADES, MODIFIED VERSIONS, UPDATES, ADDITIONS,
AND COPIES OF THE SOFTWARE FURNISHED TO YOU DURING THE TERM OF THE LICENSE
GRANTED HEREIN (THE “SOFTWARE”). THIS LICENSE AGREEMENT APPLIES REGARDLESS OF
WHETHER THE SOFTWARE IS DELIVERED TO YOU AS AN EMBEDDED COMPONENT OF A RADWARE
PRODUCT (“PRODUCT”), OR WHETHER IT IS DELIVERED AS A STANDALONE SOFTWARE PRODUCT.
FOR THE AVOIDANCE OF DOUBT IT IS HEREBY CLARIFIED THAT THIS LICENSE AGREEMENT
APPLIES TO PLUG-INS, CONNECTORS, EXTENSIONS AND SIMILAR SOFTWARE COMPONENTS
DEVELOPED BY RADWARE THAT CONNECT OR INTEGRATE A RADWARE PRODUCT WITH THE
PRODUCT OF A THIRD PARTY (COLLECTIVELY, “CONNECTORS”) FOR PROVISIONING,
DECOMMISSIONING, MANAGING, CONFIGURING OR MONITORING RADWARE PRODUCTS. THE
APPLICABILITY OF THIS LICENSE AGREEMENT TO CONNECTORS IS REGARDLESS OF WHETHER
SUCH CONNECTORS ARE DISTRIBUTED TO YOU BY RADWARE OR BY A THIRD PARTY PRODUCT
VENDOR. IN CASE A CONNECTOR IS DISTRIBUTED TO YOU BY A THIRD PARTY PRODUCT VENDOR
PURSUANT TO THE TERMS OF AN AGREEMENT BETWEEN YOU AND THE THIRD PARTY PRODUCT
VENDOR, THEN, AS BETWEEN RADWARE AND YOURSELF, TO THE EXTENT THERE IS ANY
DISCREPANCY OR INCONSISTENCY BETWEEN THE TERMS OF THIS LICENSE AGREEMENT AND THE
TERMS OF THE AGREEMENT BETWEEN YOU AND THE THIRD PARTY PRODUCT VENDOR, THE TERMS
OF THIS LICENSE AGREEMENT WILL GOVERN AND PREVAIL. PLEASE READ THE TERMS AND
CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE OPENING THE PACKAGE
CONTAINING RADWARE’S PRODUCT, OR BEFORE DOWNLOADING, INSTALLING, COPYING OR
OTHERWISE USING RADWARE’'S STANDALONE SOFTWARE (AS APPLICABLE). THE SOFTWARE IS
LICENSED (NOT SOLD). BY OPENING THE PACKAGE CONTAINING RADWARE’S PRODUCT, OR BY
DOWNLOADING, INSTALLING, COPYING OR USING THE SOFTWARE (AS APPLICABLE), YOU
CONFIRM THAT YOU HAVE READ AND UNDERSTAND THIS LICENSE AGREEMENT AND YOU AGREE
TO BE BOUND BY THE TERMS OF THIS LICENSE AGREEMENT. FURTHERMORE, YOU HEREBY WAIVE
ANY CLAIM OR RIGHT THAT YOU MAY HAVE TO ASSERT THAT YOUR ACCEPTANCE AS STATED
HEREINABOVE IS NOT THE EQUIVALENT OF, OR DEEMED AS, A VALID SIGNATURE TO THIS LICENSE
AGREEMENT. IF YOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS LICENSE AGREEMENT,
YOU SHOULD PROMPTLY RETURN THE UNOPENED PRODUCT PACKAGE OR YOU SHOULD NOT
DOWNLOAD, INSTALL, COPY OR OTHERWISE USE THE SOFTWARE (AS APPLICABLE). THIS LICENSE
AGREEMENT REPRESENTS THE ENTIRE AGREEMENT CONCERNING THE SOFTWARE BETWEEN YOU
AND RADWARE, AND SUPERSEDES ANY AND ALL PRIOR PROPOSALS, REPRESENTATIONS, OR
UNDERSTANDINGS BETWEEN THE PARTIES. “YOU” MEANS THE NATURAL PERSON OR THE ENTITY
THAT IS AGREEING TO BE BOUND BY THIS LICENSE AGREEMENT, THEIR EMPLOYEES AND THIRD
PARTY CONTRACTORS. YOU SHALL BE LIABLE FOR ANY FAILURE BY SUCH EMPLOYEES AND THIRD
PARTY CONTRACTORS TO COMPLY WITH THE TERMS OF THIS LICENSE AGREEMENT.

1. License Grant. Subject to the terms of this Agreement, Radware hereby grants to you, and you
accept, a limited, nonexclusive, nontransferable license to install and use the Software in
machine-readable, object code form only and solely for your internal business purposes
(“Commercial License”). If the Software is distributed to you with a software development kit
(the “SDK”), then, solely with regard to the SDK, the Commercial License above also includes a
limited, nonexclusive, nontransferable license to install and use the SDK solely on computers
within your organization, and solely for your internal development of an integration or
interoperation of the Software and/or other Radware Products with software or hardware
products owned, licensed and/or controlled by you (the “SDK Purpose”). To the extent an SDK is
distributed to you together with code samples in source code format (the “Code Samples™) that
are meant to illustrate and teach you how to configure, monitor and/or control the Software
and/or any other Radware Products, the Commercial License above further includes a limited,
nonexclusive, nontransferable license to copy and modify the Code Samples and create derivative
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works based thereon solely for the SDK Purpose and solely on computers within your organization.
The SDK shall be considered part of the term “Software” for all purposes of this License
Agreement. You agree that you will not sell, assign, license, sublicense, transfer, pledge, lease,
rent or share your rights under this License Agreement nor will you distribute copies of the
Software or any parts thereof. Rights not specifically granted herein, are specifically prohibited.

Evaluation Use. Notwithstanding anything to the contrary in this License Agreement, if the
Software is provided to you for evaluation purposes, as indicated in your purchase order or sales
receipt, on the website from which you download the Software, as inferred from any time-
limited evaluation license keys that you are provided with to activate the Software, or otherwise,
then You may use the Software only for internal evaluation purposes (“Evaluation Use”) for a
maximum of 30 days or such other duration as may specified by Radware in writing at its sole
discretion (the “Evaluation Period”). The evaluation copy of the Software contains a feature that
will automatically disable it after expiration of the Evaluation Period. You agree not to disable,
destroy, or remove this feature of the Software, and any attempt to do so will be a material
breach of this License Agreement. During or at the end of the evaluation period, you may
contact Radware sales team to purchase a Commercial License to continue using the Software
pursuant to the terms of this License Agreement. If you elect not to purchase a Commercial
License, you agree to stop using the Software and to delete the evaluation copy received
hereunder from all computers under your possession or control at the end of the Evaluation
Period. In any event, your continued use of the Software beyond the Evaluation Period (if
possible) shall be deemed your acceptance of a Commercial License to the Software pursuant to
the terms of this License Agreement, and you agree to pay Radware any amounts due for any
applicable license fees at Radware’s then-current list prices.

Subscription Software. If you licensed the Software on a subscription basis, your rights to use
the Software are limited to the subscription period. You have the option to extend your
subscription. If you extend your subscription, you may continue using the Software until the end
of your extended subscription period. If you do not extend your subscription, after the expiration
of your subscription, you are legally obligated to discontinue your use of the Software and
completely remove the Software from your system.

Feedback. Any feedback concerning the Software including, without limitation, identifying
potential errors and improvements, recommended changes or suggestions (“Feedback™),
provided by you to Radware will be owned exclusively by Radware and considered Radware’s
confidential information. By providing Feedback to Radware, you hereby assign to Radware all of
your right, title and interest in any such Feedback, including all intellectual property rights
therein. With regard to any rights in such Feedback that cannot, under applicable law, be
assigned to Radware, you hereby irrevocably waives such rights in favor of Radware and grants
Radware under such rights in the Feedback, a worldwide, perpetual royalty-free, irrevocable,
sub-licensable and non-exclusive license, to use, reproduce, disclose, sublicense, modify, make,
have made, distribute, sell, offer for sale, display, perform, create derivative works of and
otherwise exploit the Feedback without restriction. The provisions of this Section 4 will survive
the termination or expiration of this Agreement.

Limitations on Use. You agree that you will not: (a) copy, modify, translate, adapt or create
any derivative works based on the Software; or (b) sublicense or transfer the Software, or
include the Software or any portion thereof in any product; or (b) reverse assemble,
disassemble, decompile, reverse engineer or otherwise attempt to derive source code (or the
underlying ideas, algorithms, structure or organization) from the Software, in whole or in part,
or in any instance where the law permits any such action, you agree to provide Radware at least
ninety (90) days advance written notice of your belief that such action is warranted and
permitted and to provide Radware with an opportunity to evaluate if the law’s requirements
necessitate such action; or (c) create, develop, license, install, use, or deploy any software or
services to circumvent, enable, modify or provide access, permissions or rights which violate the
technical restrictions of the Software; (d) in the event the Software is provided as an embedded
or bundled component of another Radware Product, you shall not use the Software other than as
part of the combined Product and for the purposes for which the combined Product is intended;
(e) remove any copyright notices, identification or any other proprietary notices from the
Software (including any notices of Third Party Software (as defined below); or (f) copy the
Software onto any public or distributed network or use the Software to operate in or as a time-
sharing, outsourcing, service bureau, application service provider, or managed service provider
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environment. Notwithstanding Section 5(d), if you provide hosting or cloud computing services
to your customers, you are entitled to use and include the Software in your IT infrastructure on
which you provide your services. It is hereby clarified that the prohibitions on modifying, or
creating derivative works based on, any Software provided by Radware, apply whether the
Software is provided in a machine or in a human readable form. Human readable Software to
which this prohibition applies includes (without limitation) “Radware AppShape++ Script Files”
that contain “Special License Terms”. It is acknowledged that examples provided in a human
readable form may be modified by a user.

6. Intellectual Property Rights. You acknowledge and agree that this License Agreement does
not convey to you any interest in the Software except for the limited right to use the Software,
and that all right, title, and interest in and to the Software, including any and all associated
intellectual property rights, are and shall remain with Radware or its third party licensors. You
further acknowledge and agree that the Software is a proprietary product of Radware and/or its
licensors and is protected under applicable copyright law.

7. No Warranty. The Software, and any and all accompanying software, files, libraries, data and
materials, are distributed and provided “AS IS” by Radware or by its third party licensors (as
applicable) and with no warranty of any kind, whether express or implied, including, without
limitation, any non-infringement warranty or warranty of merchantability or fitness for a
particular purpose. Neither Radware nor any of its affiliates or licensors warrants, guarantees, or
makes any representation regarding the title in the Software, the use of, or the results of the
use of the Software. Neither Radware nor any of its affiliates or licensors warrants that the
operation of the Software will be uninterrupted or error-free, or that the use of any passwords,
license keys and/or encryption features will be effective in preventing the unintentional
disclosure of information contained in any file. You acknowledge that good data processing
procedure dictates that any program, including the Software, must be thoroughly tested with
non-critical data before there is any reliance on it, and you hereby assume the entire risk of all
use of the copies of the Software covered by this License. Radware does not make any
representation or warranty, nor does Radware assume any responsibility or liability or provide
any license or technical maintenance and support for any operating systems, databases,
migration tools or any other software component provided by a third party supplier and with
which the Software is meant to interoperate.

This disclaimer of warranty constitutes an essential and material part of this License.

In the event that, notwithstanding the disclaimer of warranty above, Radware is held liable
under any warranty provision, Radware shall be released from all such obligations in the event
that the Software shall have been subject to misuse, neglect, accident or improper installation,
or if repairs or modifications were made by persons other than by Radware’s authorized service
personnel.

8. Limitation of Liability. Except to the extent expressly prohibited by applicable statutes, in no
event shall Radware, or its principals, shareholders, officers, employees, affiliates, licensors,
contractors, subsidiaries, or parent organizations (together, the “Radware Parties™), be liable for
any direct, indirect, incidental, consequential, special, or punitive damages whatsoever relating
to the use of, or the inability to use, the Software, or to your relationship with, Radware or any
of the Radware Parties (including, without limitation, loss or disclosure of data or information,
and/or loss of profit, revenue, business opportunity or business advantage, and/or business
interruption), whether based upon a claim or action of contract, warranty, negligence, strict
liability, contribution, indemnity, or any other legal theory or cause of action, even if advised of
the possibility of such damages. If any Radware Party is found to be liable to You or to any third-
party under any applicable law despite the explicit disclaimers and limitations under these
terms, then any liability of such Radware Party, will be limited exclusively to refund of any
license or registration or subscription fees paid by you to Radware.

9. Third Party Software. The Software includes software portions developed and owned by third
parties (the “Third Party Software”). Third Party Software shall be deemed part of the Software
for all intents and purposes of this License Agreement; provided, however, that in the event that
a Third Party Software is a software for which the source code is made available under an open
source software license agreement, then, to the extent there is any discrepancy or inconsistency
between the terms of this License Agreement and the terms of any such open source license
agreement (including, for example, license rights in the open source license agreement that are
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10.

11.

12.

13.

14.

broader than the license rights set forth in Section 1 above and/or no limitation in the open
source license agreement on the actions set forth in Section 5 above), the terms of any such
open source license agreement will govern and prevail. The terms of open source license
agreements and copyright notices under which Third Party Software is being licensed to
Radware or a link thereto, are included with the Software documentation or in the header or
readme files of the Software. Third Party licensors and suppliers retain all right, title and interest
in and to the Third Party Software and all copies thereof, including all copyright and other
intellectual property associated therewith. In addition to the use limitations applicable to Third
Party Software pursuant to Section 5 above, you agree and undertake not to use the Third Party
Software as a general SQL server, as a stand-alone application or with applications other than
the Software under this License Agreement.

Term and Termination. This License Agreement is effective upon the first to occur of your
opening the package of the Product, purchasing, downloading, installing, copying or using the
Software or any portion thereof, and shall continue until terminated. However, sections 4-14
shall survive any termination of this License Agreement. The Licenses granted under this License
Agreement are not transferable and will terminate upon: (i) termination of this License
Agreement, or (ii) transfer of the Software, or (iii) in the event the Software is provided as an
embedded or bundled component of another Radware Product, when the Software is un-bundled
from such Product or otherwise used other than as part of such Product. If the Software is
licensed on subscription basis, this Agreement will automatically terminate upon the termination
of your subscription period if it is not extended.

Export. The Software or any part thereof may be subject to export or import controls under
applicable export/import control laws and regulations including such laws and regulations of the
United States and/or Israel. You agree to comply with such laws and regulations, and, agree not
to knowingly export, re-export, import or re-import, or transfer products without first obtaining
all required Government authorizations or licenses therefor. Furthermore, You hereby covenant
and agree to ensure that your use of the Software is in compliance with all other foreign,
federal, state, and local laws and regulations, including without limitation all laws and
regulations relating to privacy rights, and data protection. You shall have in place a privacy
policy and obtain all of the permissions, authorizations and consents required by applicable law
for use of cookies and processing of users’ data (including without limitation pursuant to
Directives 95/46/EC, 2002/58/EC and 2009/136/EC of the EU if applicable) for the purpose of
provision of any services.

US Government. To the extent you are the U.S. government or any agency or instrumentality
thereof, you acknowledge and agree that the Software is a “commercial computer software” and
“commercial computer software documentation” pursuant to applicable regulations and your use
of the is subject to the terms of this License Agreement.

Governing Law. This License Agreement shall be construed and governed in accordance with
the laws of the State of Israel.

Miscellaneous. If a judicial determination is made that any of the provisions contained in this
License Agreement is unreasonable, illegal or otherwise unenforceable, such provision or
provisions shall be rendered void or invalid only to the extent that such judicial determination
finds such provisions to be unreasonable, illegal or otherwise unenforceable, and the remainder
of this License Agreement shall remain operative and in full force and effect. In any event a
party breaches or threatens to commit a breach of this License Agreement, the other party will,
in addition to any other remedies available to, be entitled to injunction relief. This License
Agreement constitutes the entire agreement between the parties hereto and supersedes all prior
agreements between the parties hereto with respect to the subject matter hereof. The failure of
any party hereto to require the performance of any provisions of this License Agreement shall in
no manner affect the right to enforce the same. No waiver by any party hereto of any provisions
or of any breach of any provisions of this License Agreement shall be deemed or construed
either as a further or continuing waiver of any such provisions or breach waiver or as a waiver of
any other provision or breach of any other provision of this License Agreement.

IF YOU DO NOT AGREE WITH THE TERMS OF THIS LICENSE YOU MUST REMOVE THE
SOFTWARE FROM ANY DEVICE OWNED BY YOU AND IMMEDIATELY CEASE USING THE
SOFTWARE.
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